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PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:
The primary purpose of this position is:  To serve as the installation/wing security specialist for anti-terrorism and force protection related physical and operations security policy and issues, managing assigned program areas, and implementing force protection policy, projects, and studies.
The organizational location of this position is:
__________________________________________________________________________________________________

ORGANIZATIONAL GOALS OR OBJECTIVES:
__________________________________________________________________________________________________

DUTY 1:








%
Critical

Serves as the wing authority and expert on all matters involving anti-terrorism and force protection requirements, policy, procedures, and program status.  Acts as the focal point to coordinate, deconflict, and integrate various force protection staff initiatives, policies, and activities within the wing.  Serves as consultant to the wing commander, vice commander, wing staff, and subordinate units and commanders on force protection.  Reviews subordinate unit practices and activities to ensure compliance with directives and integration with other security and related programs.  Provides recommendations, briefings, updates, and staff studies across a broad range of security specialties to influence installation-level decision making and policy development.  Manages and acts as the approval authority for the installation Vulnerability Assessment Management Program (VAMP) database.  Oversees the data entered by the VAMP administrator for accuracy, content, and entry completeness.  As the Wing Commander’s delegated VAMP representative, ensures the setting of final priorities of VAMP entries.  Conducts the vulnerability assessment or other force protection surveys to identify specific vulnerabilities of an installation.  Reviews and tracks reports and other data produced by the VAMP.  

STANDARDS:

A. Typically ensures the wing’s force protection program activities are effectively coordinated and integrated within the installation and with other involved activities.

B. Usually ensures issues and initiatives which conflict with security requirements are identified and resolved in a prompt and efficient manner.

C. Most of the time remains current to effectively apply pertinent security and force protection policies, directives, and practices.

KSA: 1, 2, 3, 4, 5, 6

DUTY 2:








%
Critical

 
Responsible for the overall implementation, oversight, and centralized control of the coordinated anti-terrorism and force protection program for the installation/wing.  Involves all measures related to physical security and operational security for all wing facilities, arms/munitions storage activities, and personnel.  Interprets often broad, non-specific higher headquarters directives for wing applicability and implementation.  When U.S., DoD, Unified Commands, MAJCOM, and USAF directives are not specific, formulates wing force protection procedures and policies based on unique command and operational needs.  On a regular basis, accomplishes assignments requiring application of new concepts and theories to security problems not susceptible to treatment by accepted security measures or procedures.
STANDARDS:

A. With rare exception, effectively establishes objectives and goals for the coordinated implementation and growth of the wing  program.

B. On a regular basis ensures wing and subordinate unit security procedures and practices are in compliance with higher headquarters directives.

C. Usually develops and implements local policies and practices in a timely manner based on accurate interpretations of higher headquarters directives.  
KSA:  1, 2, 3, 4, 5, 6

__________________________________________________________________________________________________

DUTY 3:








%
Critical


Plans, conducts, directs the conduct of, or coordinates on security site studies, projects, assessments, and surveys of the installation in relationship to anti-terrorism and force protection activities.  Works with CE to assess and sign off on all construction projects on the base to ascertain that AT/FP construction standards are complied with.  Activities assessed may encompass all security specialties.  Analyzes data to identify physical and operations security compliance or noncompliance, vulnerabilities, trends, strengths, and benchmarks.  Determines, formulates, coordinates, and implements specific wing guidance and actions to correct security deficiencies, overcome vague or competing requirements, promote the growth of sound security procedures, and justify major fiscal expenditures and procurement of needed security technology, security aids and equipment, manpower, and infrastructure.  
STANDARDS:

A. Typically ensures study or project methodology and processes are correct, objective, and consistent with accurate results.

B. On a regular basis, promptly documents and reviews data and takes action based on results.  

KSA: 1, 2, 3, 4, 5, 6
DUTY 4:








%
Critical

Represents the wing commander at meetings, conferences, workshops, panels, etc., at MAJCOM and other federal agency levels as the wing force protection and antiterrorism technical authority.  Serves as a member and acts as the chairperson for various boards and working groups to include the Force Protection Board and Threat Working Group.  Determines the need for, organizes, and conducts meetings, conferences, and workshops at the installation, wing, or subordinate unit level to discuss and resolve specific force protection issues or problems, or highlight new security policies, procedures, and requirements.  Also interacts and meets with other agencies and local authorities such as personnel from the local Homeland Defense Office, FBI, local army posts, naval stations, civil authorities, fire departments, hospitals, and airports to provide a forum for the cross-flow of information and work together on community issues and threats.   
STANDARDS:

A.  Usually briefs on security issues, makes recommendations, offers advice, and makes decisions in a competent and professional manner.
B.  Normally maintains effective working relationships with other federal, DoD, USAF, MAJCOM, and other security specialists.
KSA:  1, 2, 3, 5, 6
__________________________________________________________________________________________________
 

RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):
1. Knowledge of a wide range of security specialties, concepts, principles, criteria, requirements, technology, and practices.

2. Knowledge of AF, MAJCOM, and wing missions, functions, and structure.
3. Knowledge of security forces programs and governing policies, directives, instructions, and procedures.

4. Knowledge of analytical and evaluative methods and techniques to conduct surveys/studies, accomplish projects, and evaluate results for the management and completion of programs.

5. Ability to communicate effectively both orally and in writing.  
6. Ability to effectively manage and organize various program activities and tasks, and be familiar with administrative requirements of the wing and MAJCOM.

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:

Factor 1, Knowledge Required by the Position



Level 1-7
1250 Points
--  Extensive knowledge of a wide range of security specialties to include physical, personal, and operational security to identify and resolve conflicting and complex policy and program objectives, and procedures within the security functional area.

--  Knowledge in the specialized field of force protection and antiterrorism, and physical and operations security.  
--  Comprehensive, authoritative knowledge of Executive Orders, legislation, and DoD, USAF, and MAJCOM policy requirements, which are used to formulate a comprehensive, integrated wing force protection program which meets regulatory requirements and reduces command specific vulnerabilities, and allows for the application of innovative and new security theories and concepts to provide overall enhanced security of installation resources and personnel.

--  Comprehensive knowledge of security policy requirements and procedures to provide recommendations for making key decisions and policy development on short and long term security planning.  

--  Working knowledge of information and operation security to review classified material.

--  Working knowledge of AT/FP construction standards to assess and sign off on installation construction projects.

--  Ability to articulate effectively and provide advice and recommendations to supervisors and other security experts or groups at higher and lower echelons.

--  Ability to utilize a computer to write reports, access the internet to research intelligence reports and current world events, and to maintain the VAMP.  

-- Ability to undertake long-range studies, projects, or forecasts independently as a member of a group, or as the organizer and director with the purpose of enhancing security systems efficiency or influencing future security planning, policies, and programs.

Factor 2, Supervisory Controls





Level 2-4
450 Points

The supervisor sets the overall force protection objectives from which project priority, schedules, and needed resources are determined.  The incumbent has responsibility for independently formulating and implementing a plan and process, overcoming obstacles and conflicts, and managing the wing program.  The incumbent keeps the supervisor informed on program actions, progress, conflicts, controversial issues, and conditions with far reaching implications.  Completed work is evaluated on the basis of results achieved and the effectiveness in meeting program and policy requirements, and the attainment of overall enhanced security for the wing. 

Factor 3, Guidelines






Level 3-4
450 Points
Incumbent is considered a technical authority and expert on developing and interpreting security guidelines which include MAJCOM guidance, national security policy statements, Executive Orders, DoD and Air Force policies and concepts, and special security policy directives from other sources to include international, host nation, and other agencies such as Army and Navy.  These guidelines provide a general outline of the concepts, methods, and goals of security programs but are not specific in how they are to be defined, implemented, and monitored to allow accommodation to variations in local and remote environmental conditions.  The employee is expected to interpret these guidelines for subordinate units and develop supplements and provide guidance on his/her own initiative.  Judgment is required to interpret and define the intent of these sources, and to formulate and develop command force protection policy, guidelines, and programs while ensuring they are in compliance with higher echelon requirements, and do not conflict with established criteria or other programs and practices.  The employee uses initiative and resourcefulness in researching and implementing new and improved security methods and procedures and establishes criteria for identifying and analyzing trends in security violations and other lapses in security.  
Factor 4, Complexity






Level 4-4
225 Points

The employee manages a wing program which involves tasks, assignments, and projects which utilize and require the application of a variety of different and unrelated security criteria and processes, and/or the need to develop new local procedures to meet force protection requirements.  Duties require consideration, analysis, and testing of a variety of established  techniques and methods to evaluate alternatives and arrive at decisions, conclusions, or recommendations regarding the wing force protection and antiterrorism programs and procedures.  Implementation of the results of analysis may have to be coordinated with other organizations and agencies to assure compatibility with existing systems, and demands on available resources.  The employee must interpret and reconcile various requirements and methodology from the MAJCOM and higher headquarters, and formulate and implement security approaches, policies, and practices, which are consistent with these higher level requirements while meeting command and subordinate organizational objectives, and while taking into consideration anticipated and possible future changes in missions, systems, and funding.  The employee is required to make decisions involving the interpretation of considerable data; application of established security methods, equipment, techniques, and objectives to a variety of situations.  Data received is often conflicting or insufficient.  The employee plans the work, develops recommendations, and refines the methods and techniques to be used.

Factor 5, Scope and Effect





Level 5-4
225 Points

The employee serves as the wing’s technical authority on force protection and antiterrorism, tasked with providing expert consultation, conducting recurring and unique studies and projects for a variety of unusual security problems, questions, or conditions, and formulating projects or studies to alter existing security systems substantially, or establish criteria in an assigned area of specialization.  The work affects security system design, installation, and maintenance in a wide range of activities within the organization, other federal agencies, and in non-government organizations in providing solutions to security problems, and in developing alternatives and options that are designed to meet requirements in a variety of physical and environmental circumstances.  The incumbent is responsible for advising the wing commander on all anti-terrorism issues for the base as well as anywhere his/her base personnel and resources fly.  This involves the incumbent having regular interactions with and affecting local airports, naval air stations, etc.  It also involves the incumbent meeting regularly with local community personnel to ensure security is at its highest and affects the security processes of local non-government organizations.  
Factor 6, Personal Contacts                                                                                  Level 6-3            60 Points






Level/Points
(See Factor 7)



Contacts include personnel external to the wing such as civil authorities, fire departments, hospitals, airports,   

senior managers, planners, MAJCOM and USAF officials, and from other federal agencies such as personnel from the Homeland Defense Office, FBI, local army posts, and naval stations.  Contacts are also with officials from other non-government organizations representing security program interests.  Contacts may take place on a non-routine, unstructured basis and often involve very different security issues or are for varying purposes.  Contacts in formal briefings, meetings, or conferences with senior staff are also required.  
Factor 7, Purpose of Contacts





Level 7-3
120 Points
The purpose of contacts is to persuade decision making officials with very different objectives and interests to follow a recommended course of action which will meet wing and higher headquarters security objectives, directives, and policies.  The incumbent must be able to present, explain, and defend a controversial policy, or desired program change in plans or objectives, or a budgeting issue.  Negotiation and persuasion are often required on security issues of interest to the wing.


Factor 8, Physical Demands





Level 8-1

5 Points

The work is primarily sedentary and accomplished while the employee is comfortably seated at a desk or table.  Some walking and standing may occur in the course of a normal workday.  No special physical effort or ability is required to perform the work.
Factor 9, Work Environment





Level 9-1
5 Points

The work is primarily performed in an office-like setting involving everyday risks or discomforts which require normal safety precautions.  The work area is adequately lighted, heated, and ventilated.
Other significant facts pertaining to this position are:
1.  Incumbents are required to obtain and maintain TS/SCI security clearance as a condition of employment.

2.  This is a Testing Designated Position.  The employee is subject to random drug testing.

____________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED:  OPM Position Classification Standard for Security Administration Series, GS-0080, TS-82, Dec 87.
Grade Level Determination:

Factor Levels and Points: 1-7/1250; 2-4/450; 3-4/450; 4-4/225; 5-4/225; 6-3/60; 7-3/120; 8-1/5; 9-1/5
GS-12 Point Range:  2755-3150 
Total Points:  2790
Grade:  GS-12
Final Classification:  Security Specialist, GS-0080-12
CLASSIFICATION REMARKS:  

NOTES TO USERS:  

1.  Minor changes may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.  
2.  Headquarters Air Force functional offices are active participants in development of SCPDs and unless there are significant differences in duties and responsibilities, support implementation of SCPDs to all like positions in the Air Force.  SCPDs may be applied once mutually agreed upon by the supervisor and servicing classification specialist.
3.  This SCPD was written for a wing Anti-Terrorism Officer reporting directly to the wing commander and having full and complete responsibility for anti-terrorism/force protection for an installation/wing.  If a position does not have this responsibility and/or does not report directly to the wing commander, the SCPD should not be used and should be evaluated by the local classifier.  

4.  Factors 8 and 9 should be evaluated by the local classifier as these factors may be contingent upon the local work situation.

_______________________________________________________________________________________________
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