STANDARD CORE PERSONNEL DOCUMENT

                Number: 9G751

____________________________________________________________________________________________________


 AIR FORCE STANDARD CORE PERSONNEL DOCUMENT (SCPD)

ORGANIZATION:

SCPD NUMBER:
9G751
SUPV LEVEL CODE:
  8
COMP LEVEL CODE:
036A
TARGET GRADE:
11
FLSA:
Exempt
JOB SHARE:

CAREER PROG ID:
8
SENSITIVITY:

BUS:

EMERGENCY ESS:

DRUG TEST:
Y
KEY POSITION:

POSITION HIST:


__________________________________________________________________________________________________

CLASSIFICATION:  Security Specialist, GS-0080-11
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     Security
1ST SKILL CODE:
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          ABUPCV
Security Administration/Physical
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________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.
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PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:
The primary purpose of this position is:  To implement strategic planning for base force protection programs.
The organizational location of this position is:
__________________________________________________________________________________________________

ORGANIZATIONAL GOALS OR OBJECTIVES:
__________________________________________________________________________________________________

DUTY 1:








%
Critical


Serves as the Security Forces Plans Manager.  Has overall program management responsibility to ensure the development, maintenance, and currency of all security and security forces guidance and directives.  Performs as the security expert responsible for developing and orchestrating a multi dimensional, multi-functional security program which incorporates all security disciplines.  Oversees and updates the Installation Security Plan, integrated base defense transformational planning, and anti-terrorism planning to include formulation of integrated base defense, technology insertion, and changes in tactics, techniques, and procedures in concert with MAJCOM guidance.  Plans for security related technologies (i.e., chemical and biological detection, non-lethal weapons, unmanned aerial vehicles, biometrics, robotics vehicles and systems) and technical support working groups programs as they relate to force protection, physical security, and unique integrated base defense security applications.  Formulates wing policy and instructions, and senior management level briefings on protection of wing resources.  Acts as the catalyst for planning security integration efforts in support of the wing.  
STANDARDS:

A.  Usually ensures the Installation Security Plan is effective and updated in a timely manner.    

B.  Realistic and attainable goals and schedules are developed on a regular basis and are effectively applied to the integrated base defense, installation security, and anti-terrorism cultural environment. 

KSA:  1, 2, 4, 6

__________________________________________________________________________________________________
DUTY 2:








%
Critical

Responsible for all matters involving the installation/wing priority resource and restricted area sensors, security systems, and physical security aids, to include intrusion detection equipment, closed circuit television systems, and restricted area fencing and lighting.  Coordinates, reconciles, and integrates various force protection staff initiatives, policies, and activities within the wing.  Monitors security systems and aids status, conducts surveys and assessments; and checks to determine if operations, procedures, installation, and maintenance meet local requirements and are in compliance with established directives.  Takes actions to program for, procure, install, and maintain needed security systems and aids, to include enhancements and upgrades.  Reviews operating instructions, practices, and activities to ensure compliance with directives and integration with other security and related programs.  
STANDARDS:

A. Typically ensures security systems are effectively monitored and assessed and are in compliance with established directives.

B. With few exceptions, develops effective and innovative solutions and implements accurate instructions for new policies and procedures.
KSA: 1, 2, 4, 6
DUTY 3:








%
Critical

Acts as the focal point for the unit anti-terrorism/force protection (AT/FP) program and serves as the alternate and assistant to the wing Anti-Terrorism Officer (ATO).  Works with the wing ATO to review base and squadron directives, ensuring they incorporate AT/FP policies.  Responsible for organizing, coordinating, and administrating the activities of the Force Protection Board and Threat Working Groups, as applicable.  Develops activities and coordinates with appropriate organizations to include higher headquarters, OSI, Intelligence, Civil Engineering, Readiness, Department of Homeland Security, and local emergency response agencies, as appropriate, to assess and gain intelligence on threats both locally and at deployed locations.  Continuously reviews the AT posture, making recommendations for action to the wing ATO as necessary.

STANDARDS: 
A.
With rare exception, correctly interprets and applies current DoD, Air Force, MAJCOM and local AT/FP directives and requirements.

B.
Usually manages the overall unit AT/FP program effectively and ensures requirements are maintained and met in a timely and efficient manner.  

C.
Typically acts in a timely and proactive manner to remedy identified force protection processes, procedures, and activities that are not consistent or in compliance with directives and requirements.

KSA:  1, 2, 3, 4, 5, 6

__________________________________________________________________________________________________

DUTY 4:








%
Critical


Primary administrator for the Vulnerability Assessment Management Program (VAMP).  Conducts or assists in the vulnerability assessment or other force protection surveys to identify specific vulnerabilities of the installation.  Monitors the VAMP by ensuring information is entered, edited, and maintained.  Ensures accuracy of data and, with direction of the wing Antiterrorism Officer (ATO), close identified vulnerabilities.  Provide higher headquarters, wing commander and wing ATO with up-to-the minute reports of vulnerabilities and the mitigation against those vulnerabilities as identified in the VAMP.  Assists the wing commander and ATO by determining the baseline rating using critical information and program requirements.  Evaluates the vulnerabilities assessed with, but not limited to, the following:  compliance with all prescriptive standards; local threat level; existing vulnerabilities, status of corrective action; effectiveness of compensatory security measures; mission priority; symbolic terrorist value; host nation support, and security force readiness.  Briefs wing commander, ATO, and Force Protection Working Group on vulnerabilities, corrective action, lessons learned, and best practices.  Responsible for program management and day-to-day execution of VAMP including documenting, training, and maintenance support.  

STANDARDS:

A.  Most of the time ensures vulnerability information is current, revised with updates, and closed in a timely manner.

B.  With few exceptions, ensures the Force Protection Working Group is accurately briefed as to the status of the VAMP and effectively coordinates with all members prior to entering the information into the VAMP.

KSA:  1, 2, 3, 4, 5, 6
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):
1. Knowledge of Presidential Decision Directives, Executive Orders, United States Codes, DoD, HQ USAF, and MAJCOM security policies relating to protection of Air Force resources.

2. Knowledge of a wide range of security systems, concepts, principles and practices, including force protection, integrated base defense, anti-terrorism, physical security, tactical deception, OPSEC, and special access efforts. 

3. Knowledge of AT/FP programs and governing policies, directives, instructions, and procedures. 

4. Knowledge of security systems, practices, principles, and procedures utilized in other DoD agencies, as well as private industry, to ensure up-to-date security applications.  

5.  Knowledge of the VAMP database and how it relates to the vulnerabilities of an installation.
6.  Ability to competently represent the unit, brief senior leadership on security issues, make recommendations, and offer advice and make decisions affecting the wing.

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:

Factor 1, Knowledge Required by the Position



Level 1-7
1250 Points
--  Knowledge of a wide range of security principles, practices, and requirements and their relationships to include anti-terrorism, integrated base defense, information security, industrial security, technical security, tactical deception, physical security, force protection, and OPSEC to work with difficult and complex physical security issues for the wing.
--  In-depth knowledge of the physical security program to plan and recommend the installation of multilayered security systems.

--  Knowledge of state-of-the-art security equipment to plan and implement protective methods and security procedures.

--  Knowledge of Security Forces management and administration functions.
--  Knowledge of the force protection environment and strategic planning for integrated base defense technology needs and requirements.
--  Knowledge of VAMP procedures, base and squadron directives, and security programs and methods to administer the  Threat Working Group, and Force Protection Board and brief on the status of the VAMP.
--  Skill to weigh the impact of variables such as cost, variations in building construction characteristics, and access and entry restrictions to resolve security questions or issues.

--  Ability to communicate effectively, both orally and in writing. 

Factor 2, Supervisory Controls





Level 2-4
450 Points

The supervisor defines the employee’s objectives, but does not give the employee specific direction.  The employee plans and carries out the work independently, resolving most of the conflicts that arise and interpreting policy in terms of established objectives.  The employee keeps the supervisor informed about progress, potentially controversial matters, or developing security conditions or requirements with far-reaching implications.  Completed work is evaluated in terms of feasibility, compatibility with other security program requirements, or effectiveness in meeting objectives and achieving expected results.    

Factor 3, Guidelines






Level 3-3
275 Points
Guidelines available and regularly used in the work are in the form of agency policies and implementing directives, manuals, handbooks, and locally developed supplements to such guides.  These guidelines are not always applicable to specific conditions or there are gaps in specificity regarding application to specific security system requirements requiring the employee to use judgment to interpret, adapt, and apply guidelines.  For example, the employee may be required to adapt these guidelines to develop local techniques, policies, and regulations for the integrated base defense program.  The employee also works with the wing ATO to tailor security policy and guidance to meet unique security situations and requirements of the base.    
Factor 4, Complexity






Level 4-4
225 Points

The employee performs a variety of security duties requiring the application of many different and unrelated methods, and practices.  The work consists of well-established planning which requires analysis of interrelated issues of effectiveness, efficiency, and productivity of specific wing/tenant unique programs.  Typical assignments require developing detailed plans, goals, and objectives for long-range implementation of force protection and integrated base defense programs; reviewing AT posture for the base ensuring policies are implemented; and making recommendations for plans of action to the wing ATO.  When developing the Installation Security Plan the incumbent must keep in mind the different kinds and levels of security needed and varying complexities of the wing requiring modification of established approaches.  Implementation of the plan may have to be coordinated with other organizations and security systems to assure compatibility with existing systems.  In deciding what is to be done, the employee typically assesses situations complicated by conflicting or insufficient data which must be analyzed to determine the applicability of established methods, and the need to digress from normal methods and techniques.  Employees make many decisions regarding the interpretation of considerable data; application of established security methods, equipment, techniques, and objectives to a variety of situations with variations in the level of security required.  The employee plans the work, develops recommendations, and refines the methods and techniques to be used.  


Factor 5, Scope and Effect





Level 5-3
150 Points

The purpose of the work is to evaluate, plan, coordinate, implement, and monitor security programs for base level activities.  The work involves resolving a variety of conventional security problems, questions, or situations.  The employee’s work products, advice, and assistance affect the effectiveness and efficiency of established installation security programs and contribute to the security effectiveness of newly introduced programs and facilities requiring such protective services.  The effect of the work is primarily local in nature, although some programs may be part of multi facility or nationwide program operations with interlocking security requirements.
Factor 6, Personal Contacts





Level 6-2
25 Points



Personal contacts are with people outside the immediate organization, but within the same federal agency.  Typical contacts include installation/wing officials, local law enforcement agencies, supervisors, program managers, and other security specialists.  Roles and relative authorities of participants are explicit.
Factor 7, Purpose of Contacts





Level 7-2
50 Points
The purpose of contacts is to resolve security issues and problems, and carry out security plans.  The employee typically has contacts with program managers and personnel at the wing to explain and coordinate security program efforts.  Such contacts may also include those with managers and employees in contractor facilities to plan and coordinate inspections, provide advice, and resolve security issues.  


Factor 8, Physical Demands





Level 8-1

5 Points

The work is mostly sedentary.  Some walking or standing may occur in the course of a normal workday in connection with travel to and attendance at meetings and conferences away from the work site.  Lifting of moderately heavy objects is usually not required.  No special physical effort or ability is required to perform the work.
Factor 9, Work Environment





Level 9-1
5 Points

The work is primarily performed in an office-like setting involving everyday risks or discomforts which require normal safety precautions using safe work practices.  The work area is adequately lighted, heated, and ventilated.



__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
1.  Incumbents are required to obtain and maintain TS/SCI security clearance as a condition of employment.
2.  This is a Testing Designated Position.  The employee is subject to random drug testing.
_________________________________________________________________________________________________

CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED:  OPM Position Classification Standard for Security Administration Series, GS-0080, TS-82, Dec 87.
Grade Level Determination:

Factor Levels and Points: 1-7/1250; 2-4/450; 3-3/275; 4-4/225; 5-3/150; 6-2/25; 7-2/50; 8-1/5; 9-1/5

GS-11 Point Range:   2355-2750
Total Points:  2435
Grade:  GS-11
Final Classification:  Security Specialist, GS-0080-11
CLASSIFICATION REMARKS:  

NOTES TO USERS:  

1.  Minor changes may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.  
2.  Headquarters Air Force functional offices are active participants in development of SCPDs and unless there are significant differences in duties and responsibilities, support implementation of SCPDs to all like positions in the Air Force.  SCPDs may be applied once mutually agreed upon by the supervisor and servicing classification specialist.
3.  This SCPD was written under the assumption that a wing level ATO exists at the installation.  If there is no wing ATO and this responsibility is placed upon the incumbent of this position, the SCPD should not be used and should be evaluated by the local classifier.
_______________________________________________________________________________________________
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