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8
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TARGET GRADE:
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FLSA:
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JOB SHARE:

CAREER PROG ID:


SENSITIVITY:

BUS:


EMERGENCY ESS:

DRUG TEST:

KEY POSITION:

POSITION HIST:
   See Notes to Users


____________________________________________________________________________________________

CLASSIFICATION:  Security Assistant, GS-0086-07

DUTY TITLE:  

____________________________________________________________________________________________

ORG & FUNC CODE:


1ST SKILL CODE:
60%
ANSANM
Security Clerical/Assist/Personnel Security

2ND SKILL CODE:
40%
ANSRPT
Security Clerical/Assist/Reports

3RD SKILL CODE:

____________________________________________________________________________________________

DEVELOPED AND CLASSIFIED BY THE AIR FORCE SCPD LIBRARY, 10/27/00

CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.

_______________________________________________
_______________________

CLASSIFIER’S SIGNATURE




DATE

____________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

_______________________________________________
______________________

SUPERVISOR’S SIGNATURE




DATE

____________________________________________________________________________________________

PERFORMANCE PLAN CERTIFICATION:
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Date

Reviewer

Date

Employee*

Date


*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:  

The primary purpose of this position is:  To monitor and implement established security management and personnel and reports security programs.

The organizational location of this position is:  

____________________________________________________________________________________________

ORGANIZATIONAL GOALS OR OBJECTIVES:  

The organizational goals or objectives of this position are:
____________________________________________________________________________________________

DUTY 1:







%
Critical

Resolves a wide variety of complex security clearance problems that require choosing alternative responses through coordination with unit security managers, Air Force Central Adjudication Facility, Defense Security Service (DSS), Office of Personnel Management (OPM), higher headquarters, etc.  Provides guidance and clarification to unit security managers on security clearance requirements.  Reviews and submits initial and periodic personnel security investigations, and associated documentation for appropriateness, completeness, and accuracy.  Conducts local files check to determine the existence or absence of unfavorable information.  Coordinates justification for upgrade, or withdrawal of clearance action, obtains necessary documentation, and notifies unit commander.  Processes completed investigation; protects sensitive information ensuring total confidentiality; and updates Sentinel Key database.  Fingerprints individuals in conjunction with submission of security application investigations.  Monitors personnel security investigations, periodic reinvestigations, and security termination statements, etc.  Obtains interim clearances and re-certification of previous clearances issued by other government agencies.  Processes limited access authorizations; requests for unescorted entry to restricted areas; sensitive positions not requiring access to classified information; and suitability/derogatory files to include establishing, reviewing, updating, notifying required agencies, forwarding to gaining installation or other activity, and destroying files.  Establishes, processes, maintains suspenses, revocation packages, and case histories.  May process National Agency Check (NAC) for contractor employees requiring unescorted entry to controlled/restricted areas and waivers of pre-employment investigative requirements for civilian employees.

STANDARDS:
A.  With few exceptions takes action to resolve security clearance issues in a timely manner.

B.  Nearly always monitors suspenses and all stages of security packages in a timely manner, and ensures proper coordination.

C.  Routinely displays and maintains professional and courteous customer service relations, and protectively ensures file confidentiality.

KSA:  1, 2, 3, 4, 5, 6
____________________________________________________________________________________________

DUTY 2:







%
Critical

Reviews, establishes, and maintains Security Information Files (SIFs).  Receives notification of derogatory report of information from the Sentinel Key database, from screening of police blotters and AFOSI reports, locally developed information such as a court martial, or from other government agencies, etc.  Reviews and evaluates reports to determine individual fitness and reliability from a national security standpoint, takes into consideration the right to privacy, and the reputation of individuals in sensitive, delicate, or controversial situations.  Identifies the presence or absence of derogatory information from these reviews, and the impact on granting, denying or revoking security clearance eligibility, and provides guidance to unit commanders.  Prepares concise synopsis of all pertinent information to aid agencies in evaluating and adjudicating the case.  Coordinates with installation commander, unit commander, chief security forces, etc., to ensure all information required for adjudication is contained in the case file prior to submission.  Processes, maintains and safeguards SIF.  Researches for additional information when requested by investigative agency.  Notifies appropriate agency when member refuses to execute security termination statement.  When a change of assignment occurs, forwards the SIF to the gaining servicing security activity following prescribed directives.  Prepares adverse action report when member is denied special access or assignment to personnel reliability program (PRP) position. 
STANDARDS:
A.  With few exceptions thoroughly screens blotters, reports, and unfavorable information files to initiate prompt action in accordance with regulations, instructions, directives, and local procedures. 

B.  Almost always provides sound and effective technical guidance and assistance to unit commanders in the establishment of SIFs to ensure correct procedures and safeguarding.
KSA:  1, 2, 3, 4, 5
____________________________________________________________________________________________

DUTY 3:







%
Critical

Assists in the overall management of the Information Security Program.  Reviews documents as necessary to ascertain compliance with applicable DOD regulations, AF instructions, MAJCOM policies, and local directives.  Interfaces with all levels of management.  Drafts policy directives and correspondence relating to the management of all facets of classified material.  Monitors and provides guidance to investigative officials for security violations and infractions.  Develops and conducts training on administrative procedures and marking of classified documents while checking for obvious violations.  Assists in program reviews and briefings to key personnel on the results, documents findings, provides recommendations, and follows-up as necessary to ensure compliance.  Assists in planning, coordinating, and writing of local security procedures.
STANDARDS:

A.  With rare exception effectively assists in correcting security discrepancies to avoid possible compromise.

B.  Nearly always accurately conducts reviews, and provides correct information and reports to ensure protection and safeguarding, and adherence to applicable DOD regulations, AF instructions, MAJCOM policies, and local directives in a timely manner.

KSA:  1, 5, 6
____________________________________________________________________________________________

DUTY 4:







%
Critical

Assists in the administration of the Security Education and Training Program for information, personnel, and industrial security programs.  Assists with unit security managers training.  Distributes security education and motivation training materials to security managers.  Assists in developing training aids, identifies deficiencies, and provides general security awareness training.  Schedules staff assistance and educational visits as needed.  Attends unit security managers’ meetings.  Prepares information, develops agenda, and acts as recorder.  Prepares, edits, and drafts meeting minutes.  May provide briefings as required or in absence of security specialist.  Performs initial, supplemental, follow up, or special surveys of controlled and/or sensitive areas to ensure compliance with DOD directives and AF instructions.  Surveys facilities, storage areas, or government property to ensure USAF resources are properly secured and attended.  Notifies appropriate personnel when and where insecure conditions exist.  Prepares reports, coordinates with appropriate offices, and ensures distribution.  Reviews requests for waivers to established requirements and assists in processing them.

STANDARDS:
A.  Guidance and assistance provided is almost always sound and technically accurate.

B.  Generally conducts sufficient surveys to ensure compliance and protection of resources in accordance with prescribed directives.

C.  Typically prepares accurate inspection reports, ensuring coordination and distribution to meet timely publication.

KSA:  1, 2, 3, 4, 5, 6

____________________________________________________________________________________________

DUTY 5:







%
Critical

Performs administrative office support functions and maintains cooperative working relationships with unit security managers, supervisors, operating officials, and unit commanders.  Performs a wide variety of record keeping, updating manuals on policies, directives, reporting, and information duties in support of record keeping updating functions and projects.  Controls AF Office of Special Investigation (AFOSI) reports and processes local incident reports.  Provides technical assistance and guidance to unit security managers and personnel on the regulatory requirements for submitting and processing a wide variety of security transactions, changes to regulations/instructions, policies, and procedures.  Responds to routine inquiries on non-policy, non-controversial personnel security matters.  Provides advice and information to supervisors, operating officials, unit security managers, and commanders requiring personnel security services relative to unit security responsibilities, change in procedures, new or revised regulations, and similar areas.  May assist in the development of directives, annexes, supplements, or plans by preparing copy for typing and approval.  Plans may include security annexes to the base mobilization and base disaster preparedness, protection plans, and developing related directives or supplements to directives.  May provide assistance as necessary to the Civilian Personnel Flight and unit commanders on suitability issues for civilian employees.  Uses one or more automated databases associated with a specific security function to recognize, locate, and insert data/information; support office and security operations; and produce a variety of documents and reports.
STANDARDS:

A.  Routinely maintains cooperative and courteous working relationships in support of security administrative office support functions.
B.  Typically provides accurate responses to routine inquiries on non-policy, non-controversial personnel security matters, coordinating appropriately through specialist and/or other agencies.  

KSA:  1, 2, 3, 4, 5, 6

____________________________________________________________________________________________

RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):
1. Knowledge of common and specialized security methods, rules, regulations, and principles to provide technical work and assist security specialists in security administration, and perform a wide variety of interrelated or nonstandard security assignments and resolve problems.
2.  Knowledge of procedures, forms, and information and confidentiality requirements related to sensitive personal information to request security investigations and submit to the appropriate government agency.

3.  Knowledge of what constitutes derogatory information, the supporting data required to complete adjudication determinations, and understanding of clearance adjudication processes and the information/criteria required.

4.  Knowledge of one or more automated databases associated with a specific security function to recognize, locate, and insert data/information; support office and security operations; and produce a variety of documents and reports. 

5.  Ability to plan and organize work, follow instructions, and accomplish multiple ongoing projects; and ability to locate, assemble, and compose information for reports, inquiries, and limited technical correspondence.

6.  Ability to communicate effectively with a diverse group of individuals, using a high degree of tact and diplomacy. 

____________________________________________________________________________________________

CLASSIFICATION CRITERIA:

Factor 1, Knowledge Required By The Position



Level 1-4
550 Points

-- Practical knowledge of specialized security methods, rules, regulations, principles, and procedures to resolve a wide range of problems and perform a wide variety of interrelated or nonstandard security assignments such as determining the kinds of information and supporting data required, and criteria to be applied, in clearance adjudication processes; evaluating derogatory information to determinine if a SIF must be established; and ensuring that the SIF includes all supporting data required to complete adjudication determinations.
-- Knowledge of regulatory provisions to correctly respond to requests for personnel security guidance or assistance, identifying the nature of the issues involved and researching guidelines to identify the policies and procedures that apply to their solutions.

-- Knowledge of confidentiality requirements related to sensitive personal information in SIF, clearance investigations, AFOSI files, as well as the procedures which must be followed to protect the information.  
-- Knowledge of security procedures pertaining to handling and disposing of classified material, such as classification markings, accountability and control, declassification, and destruction procedures.

-- Knowledge of physical security programs and a general familiarity with some of the methods and techniques used in accomplishing physical security objectives.
-- Knowledge of one or more automated databases associated with a specific security function to support office and security operations and produce a variety of documents and reports.

-- Knowledge of general clerical office procedures.

-- Skill to compile and summarize information and data, identify inaccuracies or anomalies in the information, and make written recommendations to resolve discrepancies based on interpretation of applicable regulations and procedures. 

-- Ability to utilize Air Force personnel security instructions to determine if establishment of an SIF is justifiable when inaccuracies or anomalies exist in the information, and make written recommendations to resolve discrepancies based on interpretation of applicable regulations and procedures.

-- Ability to take fingerprints through physical contact with individuals to manipulate fingers.  
-- Ability to evaluate fingerprints for quality to determine if they can be classified by investigative agencies.

Factor 2, Supervisory Controls





Level 2-3
275 Points

The supervisor makes assignments by defining objectives, priorities, and deadlines; and assists the employee with unusual situations that do not have clear precedents.  The employee plans and carries out the work, resolves problems, and makes adjustments within established policies.  Completed work is usually evaluated for technical soundness, appropriateness, and conformity to policy and requirements.  The methods used in arriving at the end results are not usually reviewed in detail.

Factor 3, Guidelines






Level 3-3
275 Points

Guidelines are available, but are not completely applicable, have gaps in specificity, or otherwise require interpretation or adaptation.  The employee uses judgment in selecting, interpreting, and adapting guidelines such as agency policies and regulations, precedents, and work directions for application to specific cases or problems.  The employee analyzes results and recommends changes in the guidelines.
Factor 4, Complexity






Level 4-3
150 Points

The work involves application of different and unrelated personnel security procedures and the resolution of a variety of non-recurring problems.  Work requires providing guidance and clarification to unit security managers on security clearance requirements, reviewing and submitting  Personnel Security Investigations, obtaining interim clearances and re-certification of previous clearances issued by other government agencies, reviewing and evaluating derogatory information reports to determine individual fitness and reliability from the national security standpoint, researching for information required by investigative agencies, preparing adverse action reports when members are denied special access or assignment to personnel reliability program (PRP) positions, and drafting policy directives and correspondence relating to the management of classified material.  The employee identifies the scope or nature of the problem, situation, or question, and determines the need for/obtains additional technical information in order to perform such duties as determine the proper approach for evaluating derogatory reports and determine individual fitness and reliability by taking various personal factors into consideration.  The work involves identifying and studying factors or conditions and determining their interrelationships as appropriate to the work.  Determinations on how to accomplish the work are based upon knowledge of the interrelationships of the different PSP processes and procedures relevant to a variety of individual work situations in order to perform such duties as provide guidance and assistance to unit security managers and personnel on the regulatory requirements for submitting and processing a wide variety of security transactions, and provide guidance to investigative officials regarding security violations and infractions.
Factor 5, Scope and Effect





Level 5-3
150 Points

The work involves resolving a variety of conventional problems, questions, and situations relating to the protection of classified information, handling of security violations and infractions, and numerous personnel security issues. The employee’s work products, advice and assistance impact the effectiveness and efficiency of established personnel and reports security programs.  The effect of the work is primarily local in nature.
Factor 6, Personal Contacts 





Level/Points (see Factor 7)

The personal contacts are primarily with employees in the same agency, but outside the immediate organization.  The security managers, supervisors, and operating officials contacted are engaged in different functions, mission, and kinds of work, and the contacts are conducted in a moderately structured setting.

Factor 7, Purpose of Contacts





Level 6/7-2B
  75 Points

The purpose of contacts is to follow through on work efforts, resolve problems, or obtain cooperation of others in reaching mutual agreements.  On occasion considerable tact, patience, and skill may be required in approaching irate, apprehensive, or uninformed individuals.

Factor 8, Physical Demands





Level 8-1
5 Points

No special physical demands are required.  Work is primarily sedentary in nature, however, some walking, standing, and bending is necessary to obtain records from file drawers and take fingerprints.
Factor 9, Work Environment





Level 9-1

5 Points

Work involves everyday risks or discomforts associated with offices, meeting and training rooms.  Work areas are adequately heated, lighted, and ventilated.

____________________________________________________________________________________________

Other significant facts pertaining to this position are:

1.  The employee will be required to obtain and maintain a security clearance.

2.  The employee may be required to work other than normal duty hours, which may include evenings, weekends,

and/or holidays.

3.  The work may require the employee to drive a motor vehicle.  An appropriate, valid driver’s license may be required for the position.

4.  Typing and computer operation is performed, however, a qualified typist is not required.

___________________________________________________________________________________________

CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED:  OPM Position Classification Flysheet for Security Clerical and Assistance Series, GS-0086, TS-82, December 1987; OPM Job Family Position Classification Standard (JFPCS) for Assistance Work in the Human Resources Management Group, GS-0200, December 2000; and the OPM Grade Evaluation Guide for Clerical and Assistance Work; TS-91, June 1989.

Factor Levels and Points:  1-4/550; 2-3/275; 3-3/275; 4-3/150; 5-3/150; 6/7-2B/75; 8-1/5; 9-1/5

GS-07 Point Range:  1355-1600

Total Points:  1485

Grade:  GS-07

Final Classification:  Security Assistant, GS-0086-07.

CLASSIFICATION REMARKS:

Series and Title Determination: The primary purpose of the position is to monitor and implement established personnel and reports security management programs, resolve security clearance problems, and process requests for security clearances, investigations, access, and entry in support of the installation’s security programs.  The GS-0086 series includes positions the primary duties of which are to supervise or perform clerical and assistant tasks in support of established security programs (e.g., personnel, physical, information, or industrial security) when such work requires, in addition to general administrative and/or clerical skills, a practical knowledge of specific security objectives.  This position is involved in such tasks and requires a practical knowledge of security objectives.  The prescribed title and series of the position is Security Assistant, GS-0086.

Grade Determination:  Grading criteria for the  Security Clerical and Assistance Series, GS-0086, does not exist.    The Grade Evaluation Guide for Clerical and Assistance Work was considered.  However, the GS-0200 JFPCS, written in Factor Format, is better suited for application because there is a parallel resemblance in the nature of work, the factor level descriptions, and work illustrations in the standard.  Therefore, the GS-0200 JFPCS was used to determine the grade level.

The GS-0200 JFPCS covers such work as obtaining data from files or the appropriate office, assisting others in preparing paperwork, reviewing finished forms for completeness and accuracy, resolving factual discrepancies, and providing information on functional systems, processes, and procedures.  There are many options to be considered in doing the work because of the wide variety of kinds of information and transactions or the interrelatedness of different procedures.  However, the work is governed by clear requirements and specific conditions covering the kind of facts needed; supporting evidence required; and the treatment of such facts (forms to be used, codes to be used, etc.).  The overall nature of this position is characterized by difficult and responsible work involving a broad working knowledge of special and complex subject matter, procedures, or practices.  The worker, to a considerable extent, exercises independent judgment in the performance of the duties.  The factor levels in the GS-0200 JFPCS are sufficiently descriptive to allow Factor Levels and Points to be shown on the SCPD.
The duties of this position correspond to the GS-07 level in that the employee exercises considerable evaluative judgment within well-defined aspects of the security program.  This is demonstrated in taskings such as evaluating clients to determine eligibility for security clearances, determining the specialty of security assistance required, and determining what alternatives are available; and, recognizing the need for security information, independently searching security databases, and other security source documents to provide the necessary information.  Assignments are subject to different sets of rules, regulations, procedures, and processes depending on the circumstances involved.
NOTE TO USERS:  

1.  Minor changes may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.
2.  Headquarters Air Force functional offices are active participants in development of SCPDs and unless there are significant differences in duties and responsibilities, support implementation of SCPDs to all like positions in the Air Force.  SCPDs may be applied once mutually agreed upon by the supervisor and servicing classification specialist.
3.  SCPD was updated 06/22/04.  The following updates were made:

Updated reference to SCPD developed and classified office symbol to THE AIR FORCE SCPD LIBRARY.

Applied the JFPCS for Assistance Work in the Human Resources Management Group, GS-0200.

*Performance standards, as needed, were changed from absolute to non-absolute.

*Performance standards may be edited locally but changes must be in accordance with appropriate appraisal guidance.  Absolute performance standards are acceptable only in cases where a single failure would result in loss of life, injury, breach of national security, or great monetary loss. 
____________________________________________________________________________________________
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