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CLASSIFICATION:  Information Technology Specialist (Network Services), GS-2210-11

DUTY TITLE:  

__________________________________________________________________________________________________
ORG & FUNC CODE:
                     

1ST SKILL CODE:
100%
 CPACMH
Programmer Analyst/Telecommunications Networks

2ND SKILL CODE:


3RD SKILL CODE:


__________________________________________________________________________________________________

SCPD DEVELOPED AND CLASSIFIED BY:  HQ AFPC/DPCMC, 10/03/02

CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.
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__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.
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                   DATE
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*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:  

The primary purpose of this position is:  to serve as a base systems administrator to monitor the Local and Wide Area Network (LAN/WAN), including the planning, analysis, acquisition, design, development, implementation, quality assurance, configuration, installation, integration, maintenance testing, operational integrity, and/or management of networked systems for the transmission of information in voice, data, and/or video formats.

The organizational location of this position is:  

__________________________________________________________________________________________________
ORGANIZATIONAL GOALS OR OBJECTIVES:
The organizational goals or objectives of this position are:
__________________________________________________________________________________________________

DUTY 1:








%

Critical


Administers the base Local Area Network (LAN).  Implements new network operating systems hardware/software and develops base wide network operating procedures.  Analyzes LAN utilization statistics through data collection and performance measures to ensure the smooth, reliable, and robust operation of LANs to include classified and unclassified networks.  Coordinates LAN installation, maintenance, troubleshooting, and reviews, evaluates, and fine-tunes components such as hubs, switches, and routers to achieve peak efficiency within the overall network connectivity.  Assists in the development, configuration, installation, and maintenance of network systems to include the LAN/WAN.  Receives network, communications, and related operating systems from various sources such as design centers and commercial vendors.  Maintains an inventory of all network hardware and software.  Installs, configures, and troubleshoots network and application server hardware, network operating system software, and peripheral network equipment such as routers, bridges, cabling system, network interface cards, modems, multiplexers, and concentrators.  Develops and maintains base wide procedures for networks, system operations, and product assembly and installation.  Implements network operating system and/or network application software, and maintains contact with software suppliers to ensure that current releases of software products are in use.  Conducts testing of network systems to ensure current network software products are compatible with system configurations and to ensure operability, efficiency, and compliance with existing standards.  Monitors operation of the LAN/WAN and ensures hardware and network operating software are functioning properly and that operation standards are met.   Function tests systems components to identify and resolve technical problems, analyze system malfunctions, implement necessary corrective actions, and provide ongoing support for the resolution of complex problems and operating malfunctions.  Performs system backups to ensure expedient restoration of the database for the respective network equipment.  Assists customers on the use of office automation computers, local and wide area networks, and other automated tools.  Ensures backups of network equipment configuration data are current.  Resolves LAN related problems for the base.  Recommends and prepares operating policies and procedures for networks, system operations, and product assembly and installation.  Provides customer assistance and training for new network systems.  

STANDARDS:
A.  With rare exception, properly installs, configures, and troubleshoots network and application equipment.

B.  Almost always, effectively monitors the ongoing operation of the network. 

C.  Routinely provides effective resolution of problems and correction of operating malfunctions.  

KSA:  1, 2, 3, 4, 5, 6

__________________________________________________________________________________________________
DUTY 2:








%

Critical

Conducts problem analysis to identify trends, ineffective practices or procedures, and equipment shortcomings.  Identifies and documents network requirements for specific needs of customers.  Determines if the facility environment can provide for network system requirements, and if infrastructure is in place to support the system.  Conducts in-depth analyses 

of network usage, user complaints, traffic interruptions, hardware and software capabilities, and other relevant factors.  Changes the components of existing equipment for efficient operation or recommends major modifications to existing systems.  Recommends methods and procedures and coordinates corrective action to optimize utilization of present equipment.  Uses benchmarks, performance measurement, and evaluation data, in conjunction with modeling and simulation techniques in planning for increased capacity and to support additional workloads.  Identifies potential performance or capacity problems and plans for changes to avert problems.  Works with technical support personnel in resolving problems.  When required, participates with design team on new initiatives, contributing technical expertise on existing LANs.  Ensures upgrades to the base infrastructure are identified and submits requests for equipment and funds.  Cooperates and works with base communication agencies in planning and developing new or additional network infrastructure capabilities.  Provides cost analyses for new/upgraded network infrastructure capabilities.

STANDARDS:

A.  Almost always, conducts effective analyses of network usage, user complaints, and traffic interruptions.

B.  Routinely identifies adverse trends, ineffective practices and procedures, and equipment shortcomings in an accurate manner.

C.  Typically recommends appropriate methods and procedures and coordinates corrective action to optimize utilization of equipment. 

KSA:  1, 2, 3, 4, 5

__________________________________________________________________________________________________
DUTY 3:








%

Critical


Plans for current and future technology integration and works issues for compatibility and standardization based on current and projected customer needs.  Analyzes LAN utilization statistics, performance measures, and system profiles to ensure network robustness in serving the business needs of the installation.  Forecasts future needs and prepares recommendations, justifications, and specifications for LAN equipment. Determines when improvements in networking capability are needed and makes detailed technical recommendations to the senior system specialist.  Develops test procedures and participates in progress reviews with operating officials, system programmers, computer users, and others to determine the reliability and productivity, ascertain user friendliness, applicability to the work environment, and compatibility of system hardware and software with existing networks.  Ensures applicable operation and maintenance policies and standards are maintained.  Reviews literature, assesses reports of state-of-the-art advances in software/hardware, and assesses applicability and impact of introducing new developments to current configurations.  Ensures that inquiries and problems are expeditiously resolved.  Examines and evaluates alternative means of satisfying user requirements and makes recommendations to users regarding the most effective and efficient automation approaches.  As deemed necessary for efficient operation, reconfigures various peripheral equipment to include line printers, laser printers, tape drive units, terminals, and PCs within the LAN.  Maintains and tests system software to ensure reliable and accurate availability.  Identifies and analyzes system hardware or software failures, arranging for hardware and software repairs when necessary.  Installs and troubleshoots LAN data cables to ADP equipment and hubs to ensure proper connectivity.  Assists in determining the feasibility of proposed revisions or the development of new program applications.  Monitors and documents system performances before and after new programs are loaded.  Provides information and recommendations of improvements to management.  

STANDARDS:

A.  With few exceptions, effectively analyzes processes and/or problems relative to automated systems.

B.  Almost always, accurately assesses the facility environment and infrastructure.

C.  Routinely maintains effective knowledge of changing technology to maintain currency and assist management in preparing for future needs.

KSA:  1, 2, 3, 4, 5, 6

__________________________________________________________________________________________________
DUTY 4:








%

Critical

Ensures the rigorous application of information security and assurance policies in the delivery of network services.  Serves as a network security administrator for a large number of users on the installation.  Ensures the optimum performance of the base firewall.  Implements directed technical solutions provided by the Information Assurance Specialist required to bring the network into compliance with current network and/or operating system security measures.  Sets up and maintains account restrictions and user rights.  Establishes password controls and procedures.  Maintains user access controls (physical, personnel, software, and information security) using applicable security policies and regulations.  Assists IT security specialists with applicable security policies and regulations and conducts risk analyses and security tests and evaluations.  Tracks network security patches and ensures completion.  Accomplishes risk analyses, accreditation, and certification packages.  Develops reports and submits to appropriate activities as required.  

STANDARDS:

A.  Almost always, thoroughly evaluates operability of network security plans, procedures, and training and effectively plans and implements new and revised procedures and training to meet user needs. 
B.  Typically accomplishes accurate risk analyses, accreditation, and certification packages.

C.  In a timely manner, responds to network security problems by effectively applying the appropriate precedents and system flexibility.

KSA:  1, 2, 3, 4, 5, 6

__________________________________________________________________________________________________
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  
1.  Knowledge of a full range of network systems (LAN/WAN) design principles, methodologies, and approaches used in developing, testing, installing, operating, managing, and maintaining network services that support functional requirements.

2.  Knowledge of the network architecture, topology, protocols, and security requirements typically found at the base level.

3.  Knowledge of configuration management concepts and practices to develop and implement plans for LANs and WANs.

4.  Knowledge of network operating and maintenance concepts and methods to troubleshoot network problems.

5.  Ability to analyze component interrelationships and evaluate network systems and computer applications from an operational perspective.

6.  Ability to maintain an up-to-date awareness of technological advances and predict how management can meet future requirements. 

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required By The Position



Level 1-7             1250 Points

-- Knowledge of IT network systems design principles, methodologies, and approaches used in developing, testing, installing, operating, managing, and maintaining network services that support functional requirements.

-- Knowledge of the organization’s network architecture, topology, and protocols sufficient to plan, design, develop, and integrate network systems and security plans and procedures consistent with existing or planned network 

infrastructures.

-- Knowledge of methods, techniques, and processes for the integration and optimization of LAN/WAN components, infrastructure requirements, and test and evaluation methods sufficient to install and operate base wide programs and provide technical guidance to others in designing, testing, operating, and maintaining network programs.

-- Knowledge of a wide variety of established commercial network design programs and how they interrelate and function within various environments.

-- Skill in applying IT network development concepts and techniques to provide computer applications which provide optimal functional support for users.

-- Ability to analyze functional IT network system requirements, translate findings into functional requirements, develop supportable recommendations for enhancement, and apply a wide range of methodologies and tools.

-- Ability to serve as a team leader or member of special projects and to coordinate and document the work of the team.

-- Ability to communicate both orally and in writing.

-- Ability to maintain an up-to-date awareness of technological advances and predict how management can meet future requirements.

Factor 2, Supervisory Controls





Level 2-4
450 Points

The supervisor sets the overall objectives and, in consultation with the employee, determines time frames and possible shifts in staff or other resources required.  The employee, having developed expertise in the assignment, independently plans and carries out projects and analyses of the organization’s requirements; interprets policies, procedures, and regulations in conformance with established mission objectives; integrates and coordinates the work of others as necessary; and resolves most conflicts that arise.  The employee informs the supervisor about progress, potentially controversial matters, or far-reaching implications.  Completed work is reviewed for soundness of overall approach, feasibility of recommendations, compatibility with other work, or effectiveness in meeting requirements or achieving expected results.  Methods used are not normally reviewed by the supervisor.

Factor 3, Guidelines






Level 3-3
275 Points

The employee uses a wide variety of reference materials including agency, command and local standards, regulations, and technical guides for specific program areas that are not always completely applicable to issues and problems, or have gaps in significant areas.  The employee is required to interpret, adapt or modify existing guides and available precedents for application to the assigned project or gather considerable information to supplement gaps or lack of specificity in dealing with particular problems.  Judgment is required in researching, selecting, interpreting, modifying, and applying available guidelines for adaptations to specific problems or issues. 

Factor 4, Complexity






Level 4-4
225 Points

The work consists of serving as a base LAN/WAN administrator.  Assignments consist of network projects, studies, or evaluations characterized by the need for substantial problem analysis.  Responsible for coordinating installation, maintenance, troubleshooting, and fine-tuning of the LAN including all hardware, software, and networking components.  Develops plans and designs for network modifications and enhancements and ensures the confidentiality, integrity, and availability of systems and data accessible on the LAN.  Analyzes usage statistics, performance measures, and system profiles to ensure network robustness.  Identifies potential performance or capacity problems and plans for changes to avert problems; and analyzes system malfunctions and implements necessary corrective action.  The employee must exercise independent judgment in resolving the wide variety of problems that are encountered in administering the network, including making decisions on issues where there may often be conflicting and incomplete information.

Factor 5, Scope and Effect





Level 5-3
150 Points

The work involves installing, configuring, and maintaining network hubs, switches, routers, and servers that support a LAN/WAN.  The employee must optimize and fine tune performance, troubleshoot problems, and evaluate and recommend upgrades, modifications, and enhancements to the existing network infrastructure.  Exercises judgment to identify, determine the nature and potential sources of, and select appropriate actions in response to problems; evaluate test data; and anticipate customers' needs for information and assistance.  Work ensures that the organization’s network is able to provide a wide range of services that are vital to the accomplishment of mission requirements.  

Factor 6, Personal Contacts





Level/Points (See Factor 7)

Contacts include individuals or groups from outside the employing agency including consultants, contractors, vendors, instructors, or representatives of professional associations in moderately unstructured settings.  Contacts also include other agency officials several managerial levels removed from the employee on an ad hoc basis.  The employee must recognize or learn the role and authority of each party during the course of the meeting.     
Factor 7, Purpose of Contacts





Level 6/7-3B
110 Points

The purpose of the contacts is to plan, coordinate, or advise on work efforts; and to resolve issues or network operating problems by influencing or persuading people who are working toward mutual goals and have basically cooperative attitudes.  Contacts typically involve identifying options for resolving problems.
Factor 8, Physical Demands





Level 8-1
    5 Points

Work is primarily sedentary, although there may be some carrying of books, printouts, manuals, files, and equipment.  The work does not require any special physical effort.
Factor 9, Work Environment





Level 9-1

    5 Points

Work is performed in a typical office setting with adequate lighting, heating, and ventilation.  The work environment involves everyday risks or discomforts that require normal safety precautions.  
__________________________________________________________________________________________________

Other significant facts pertaining to this position are:

1.  The employee may be required to work other than normal duty hours, which may include evenings, weekends, and/or holidays.

2.  The employee must obtain and maintain an appropriate security clearance.

3.  Work may occasionally require travel away from the normal duty station on a military or commercial aircraft.

4.  Recall to duty and overtime may be a requirement of this position.

_________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED: OPM Job Family Position Classification Standard for Administrative Work in the Information Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series, dated May 2001;  OPM Computer Clerk and Assistant Series, GS-0335, dated February 1980;  OPM Classification Appeal Decisions C-0335-09-02 and C-0335-10.01 dated July 17, 2001.

CLASSIFICATION REMARKS:  
Series and Title Determination:

The purpose of this position is to serve as a systems administrator of the base local area network and wide area network (LAN/WAN).  The OPM Position Classification Standard for Administrative Work in the Information 

Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series, defines a LAN as a computer network designed to share data and resources among several computers.  Most LANs are confined to a single building or group of buildings.  A group of LANs connected in this way is called a wide area network (WAN).  Positions covered by the GS-2210 Series include two-grade interval positions for which the paramount requirement is knowledge of Information Technology (IT) principles, concepts, and methods.  IT includes systems and services used in the automated acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, assurance, or reception of information.  Information technology includes computers, network components, peripheral equipment, software, firmware, services, and related resources.  It is noted in the classifications appeals cited, that some GS-0335 Computer Assistants perform duties similar to those assigned to entry and trainee level computer specialist positions.  The cited appeals clearly state that, although the appellants administer the operation of a data system, they are not involved in the planning, design, or development of a system typical of GS-2210, Information Technology Specialist.  The level of complexity of smaller LANs monitored by the Computer Assistant is limited and does not meet the level of complexities addressed in the GS-2210 series which, as in this position, is typically found at the base level or higher.  According to the 2200 standard, monitoring the operation of small network systems is work specifically excluded from the GS-2210 series.  The duties of the subject position involve developing and administering large base wide networks; testing, analyzing, and troubleshooting those systems, and ensuring network systems meet organizational requirements.  This clearly places this position in the GS-2210 series.  The GS-2210 standard prescribes the title of Information Technology Specialist for all covered positions, and allows for ten specialties which are used as parenthetical titles if requirements are met.  One of those specialties is Network Services (NETWORK) which is defined as work that involves the planning, analysis, design, development, testing, quality assurance, configuration, installation, implementation, integration, maintenance and/or management of networked systems used for the transmission of information in voice, data, and/or video formats.  This position’s duties fall within the NETWORK specialty; therefore, a parenthetical title is added.  The title and series of this position is Information Technology Specialist (Network Services), GS-2210.

Grade Level Determination:
This position is evaluated by the OPM Position Classification Standard for Administrative Work in the Information Technology Group, GS-2200, as follows: 

FL 1-7/1250; 2-4/450; 3-3/275; 4-4/225; 5-3/150; 6/7-3B/110; 8-1/5; 9-1/5

GS-11 Point Range:  2355 - 2750

Total Points:  2470

Grade:  GS-11

Final Classification:  Information Technology Specialist (Network Services), GS-2210-11

NOTE TO USERS:  

1.  This SCPD is intended for positions in the SC functional community.  Minor changes, including subject matter skill code shreds, may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.

_________________________________________________________________________________
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