STANDARD CORE PERSONNEL DOCUMENT                                                                         Number:  9G752

AIR FORCE STANDARD CORE PERSONNEL DOCUMENT (SCPD)

ORGANIZATION:

SCPD NUMBER:  
9G752

SUPV LEVEL CODE:
  8
COMP LEVEL CODE:  
034A

TARGET GRADE:
  09
FLSA:  
Exempt

JOB SHARE:

CAREER PROG ID:
8

SENSITIVITY:

BUS:
 

EMERGENCY ESS:

DRUG TEST:
Yes


KEY POSITION:

POSITION HIST:


__________________________________________________________________________________________________
CLASSIFICATION:  Physical Security Specialist, GS-0080-09
DUTY TITLE:  Security Forces Resource Protection and Crime Prevention and Suppression Program Manager  

__________________________________________________________________________________________________
ORG & FUNC CODE:

SSY
Security


1ST SKILL CODE:
100%
ABUPCV             Security Administration/Physical Security

2ND SKILL CODE:


3RD SKILL CODE:



__________________________________________________________________________________________________

DEVELOPED AND CLASSIFIED BY THE AIR FORCE SCPD LIBRARY, 02/23/04
CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.

________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledge, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

________________________________________________________           _________________

SUPERVISOR’S SIGNATURE


                   DATE

__________________________________________________________________________________________________
PERFORMANCE PLAN CERTIFICATION:
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Date

Reviewer

Date

Employee*

Date


*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:  

The primary purpose of this position is:  to perform Protection Level 4 (PL-4) resources protection and crime prevention/suppression program functions for the installation.    

The organizational location of this position is:  

____________________________________________________________________________________________
ORGANIZATIONAL GOALS OR OBJECTIVES:
The organizational goals or objectives of this position are:
____________________________________________________________________________________________

DUTY 1:







%
Critical
Ensures compliance with requirements for the protection of installation PL-4 resources.   Surveys controlled areas containing mission essential PL-4 resources.   Ensures that physical protective equipment and systems such as locking mechanisms, intrusion detection equipment, duress alarms, and lighting systems are operating properly and that resource protection procedures are being followed.  Determines areas of resource protection vulnerability, performs risk assessment of these areas, and reports them to the supervisor.   Documents survey findings and prepares formal reports for dissemination to appropriate parties.  Conducts follow-up inspections to ensure correction of discrepancies.   Develops alternate courses of action for protecting resources in newly designated controlled areas and for eliminating vulnerabilities in existing areas; and participates with resource owners or users to decide upon and implement optimum protective actions.   Makes minor changes to local procedures as determined necessary.   Identifies cross-flow improvement opportunities for the resource protection program.  Identifies the need for and initiates changes to the installation security instruction.  Recommends resource protection requirements for inclusion in the installation security plan.  Conducts or participates in controlled area penetration and anti-robbery exercises to test the effectiveness of owner or user response and security forces capability.  Recommends approval or disapproval for requested controlled area designations.  Briefs security forces squadron senior staff on the status of the PL-4 resources protection program. 


STANDARDS:
A.  With few exceptions, ensures that protective equipment and systems are operating properly and resource protection procedures are followed.
B.  Almost always effectively determines areas of resource protection vulnerability and performs appropriate risk assessment.
C.  Usually conducts realistic controller area penetration and anti-robbery exercises.





KSA:  1, 2, 5   
______________________________________________________________________________________________



















DUTY 2:







%
Critical

Monitors the installation crime prevention and suppression program.   Identifies possible crime trends by analyzing installation crime statistics and data from sources such as the Defense Incident-Based Reporting System (DIBRS) and the National Incident-Based Reporting System (NIBRS).  Compiles, summarizes, and analyzes information relating to crime prevention requirements; develops plans for approaches to satisfy the requirements; and assists security forces branch/section chiefs and base officials in deciding upon and implementing appropriate courses of action.   Plans, recommends, and carries out procedures for deterring conventional criminal activity on the installation.  Identifies cross-flow improvement opportunities for the crime prevention program. Informs supervisor of law enforcement services and results including traffic supervision and installation entry operations.  Assists in implementing Crime Prevention Through Environmental Design (CPTED) program activities.  
STANDARDS:
A.  In most cases, effectively identifies crime trends.
B.  Normally recommends appropriate crime countermeasures.  
C.  Usually carries out procedures for deterring criminal activity in a timely manner.
KSA:  3, 4, 5
__________________________________________________________________________________________________
DUTY 3:







%
Critical

Provides training and advice on crime prevention/suppression and protection of PL-4 resources.   Develops training for presentation to facility managers and PL-4 resource owners and users.  Uses appropriate training aids such as outlines, handouts, and exhibits.  Conducts the training.  Maintains required training records.   Advises owners and users of PL-4 resources on resource protection requirements and prepares memoranda documenting the advice given.       
STANDARDS:

A.  Typically provides effective training to owners and users of PL-4 resources.

B.  Normally maintains accurate and up-to-date training records.

C.  With few exceptions, provides correct advice to resource owners and users.
KSA:  1, 2, 5
__________________________________________________________________________________________________
DUTY 4:







%
Critical

Formulates local directives and coordinates PL-4 resource protection and crime prevention/suppression matters within the security forces squadron.  Develops local directives to supplement higher headquarters’ issuances.  Reviews resource protection and crime prevention and suppression activities to determine if they effectively complement each other and the other security forces program activities.  Provides input to the Installation Security, Integrated Base Defense, and Anti-Terrorism Plans, associated checklists, instructions, and guidelines.  Assists in Installation Security Council, Threat Working Group, and Force Protection Board programming, and procurement activities.
STANDARDS:
A.  With few exceptions, develops local directives that are concise and to-the-point.  
B.  Generally provides effective input to the Installation Security, Integrated Base Defense, and Anti-Terrorism Plans.
C.  Typically provides effective assistance in Installation Security Council, Threat Working Group, and Force Protection Board programming, and procurement activities.
KSA:  1, 2, 3, 4, 5 
__________________________________________________________________________________________________









RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  

1.  Knowledge of security concepts, principles, practices, and standards relating to the protection of resources and crime prevention and suppression. 

2.  Knowledge of the operation of and required standards for physical protective equipment and systems.  

3.   Skill in analyzing crime statistics and data to identify crime trends and areas particularly vulnerable to crime.  

4.  
Skill in planning and carrying out crime-deterrent procedures. 
5.  Ability to communicate effectively both orally and in writing   
___________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required By The Position



Level 1-6
950 Points
-- Knowledge of commonly applied security concepts
, principles, and methodologies sufficient to identify and recommend corrective action for areas of resource protection vulnerability.

-- Knowledge of risk factors applicable to normally encountered types of resource protection vulnerabilities to perform effective risk assessments.
-- Knowledge of methods involved in performing resource protection surveys.
-- Knowledge of effective training practices, procedures, and materials.
-- Skill in planning and carrying out procedures for deterring conventional criminal activity.

-- Skill in determining appropriate countermeasures for a range of criminal activities.
-- Ability to analyze crime statistics and data to identify crime trends. 

















Factor 2, Supervisory Controls





Level 2-3
275 Points
Supervisor defines the area of responsibilities and the objectives, priorities, and deadlines for the work.  The employee plans and carries out the steps involved, handles deviations from established procedures, and resolves problems that arise in accordance with Air Force and local guidelines, previous training or precedent cases, and other guidance.  The supervisor is usually available to assist with new or unusual cases or situations.  Work is reviewed on the basis of technical soundness and appropriateness of recommendations made.  The methods and techniques used by the employee during the course of the assignment are not usually reviewed in detail.

Factor 3, Guidelines






Level 3-3
275 Points
Guidelines include Air Force and MAJCOM policies and implementing directives, manuals, handbooks, and installation supplements to these guides.  The guidelines are not always applicable to specific conditions or there are gaps in specificity in application to certain situations which the employee must independently resolve.  The employee must use judgment in interpreting, adapting, and applying agency guidelines in performing tasks such as determining if resource protection requirements have been properly applied in particular controlled area circumstances or in detecting local crime trends.  The incumbent may also propose changes to procedures, instructions, and operations to improve the effectiveness or efficiency of the resource protection and crime prevention and suppression programs.  








Factor 4, Complexity






Level 4-3
150 Points
Various duties are performed that require application of different and unrelated methods, practices, techniques, or criteria.  These duties include applying appropriate factors in making risk assessments depending on the vulnerability involved, working with resource owners and users in developing alternate courses of action for eliminating vulnerabilities, and comparing these alternatives in terms of relative cost and level of protection afforded; identifying crime trends and recommending crime prevention and suppression measures; and identifying and evaluating cross-flow improvement possibilities considering local program characteristics.  The employee compiles, summarizes, and analyzes information relating to resource protection and crime prevention requirements; develops plans for approaches to satisfy the requirements; and assists branch/section chiefs and resource owners and users in deciding upon and implementing appropriate courses of action.  The work requires consideration of program plans, applicable policies, regulations and procedures, and alternative methods of implementing and monitoring security requirements.  The employee identifies and analyzes relationships among organizational needs and objectives, costs, requirements of security guides, and related information in mission statements and program plans.  Proposed courses of action may have to be coordinated with higher authorities and other concerned organizations.









Factor 5, Scope and Effect





Level 5-3
150 Points
Work involves resolving a variety of conventional problems, questions, or situations in gaining compliance with PL- 4 resource protection and crime prevention program requirements, advising others in weighing and selecting from established alternatives for unmet requirements, and developing directives to effectively supplement higher headquarters issuances.  The effect of the work is local.  The services and advice provided by the employee impact on the effectiveness and efficiency of established wing security programs and contribute to the security effectiveness of newly introduced programs and facilities requiring PL-4 resource protection.







Factor 6, Personal Contacts





Level 6-2
  25 Points

Contacts are with persons from outside the immediate organization including PL-4 resource owners and users, facility managers, security forces branch/section chiefs, representatives of concerned wing organizations, and security specialists at higher headquarters.  Roles, authorities, and responsibilities of the employee and persons contacted are well defined and understood by both parties.


Factor 7, Purpose of Contacts





Level 7-2
  50 Points
Contacts are made for the purpose of disseminating information, resolving security issues and problems including elimination of vulnerabilities, carrying out security plans and reviews, and coordinating and carrying out programs to achieve mutually agreed upon security forces program objectives.

Factor 8, Physical Demands





Level 8-2
  20 Points
The work requires regular and recurring physical exertion, such as long periods of standing, walking, bending, stooping, reaching, crawling, and security.  Security specialists engage in this physical exertion when, for example, they inspect areas prone to criminal activity and controlled areas where PL-4 resources are located such as storage areas for aircraft or weapons systems spare parts and flightline parking ramps and taxiways.  Performance of work may take place in crawlspaces, attics, ceilings, and other limited access spaces or in rough terrain or construction sites when planning and monitoring the installation of security equipment and systems.

Factor 9, Work Environment





Level 9-2
  20 Points
The work is performed in settings in which there is regular and recurring exposure to moderate discomforts and unpleasantness, such as high temperatures in confined spaces or adverse weather conditions when inspecting controlled area facilities.  The employee may be required to use protective clothing or gear such as gowns, coats, boots, goggles, or gloves.

____________________________________________________________________________________________

Other significant facts pertaining to this position are: 
1.  The incumbent’s work schedule will be aligned to allow full participation in all integrated base defense, security, resource protection, and anti-terrorism exercises.
2.  The employee may be required to travel in military and/or commercial aircraft to perform temporary or permanent duty assignments.

3.  This is a Testing Designated Position.  The employee is subject to random drug testing.
4.  This position has access to classified information. 
5.  The employee will be required to obtain and maintain a security clearance.





















____________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARD USED:  Office of Personnel Management (OPM) Position Classification Standard for Security Administration Series, GS-0080, TS-82, December 1987.

Grade Level Determination:

Factor Levels and Points:  1-6/950; 2-3/275; 3-3/275; 4-3/150; 5-3/150; 6-2/25; 7-2/50; 8-2/20; 9-2/20
GS-09 Point Range:  1855-2100

Total Points:  1915

Grade:  GS-09 

Final Classification:  Physical Security Specialist, GS-0080-09

CLASSIFICATION REMARKS:

NOTES TO USERS: 

1.  Minor changes may be made to fit local requirements as long as the changes do not affect the classification or staffing pattern of this SCPD.

2.  Headquarters Air Force functional offices are active participants in development of SCPDs and unless there are significant differences in duties and responsibilities, support implementation of SCPDs to all like positions in the Air Force.  SCPDs may be applied once mutually agreed upon by the supervisor and servicing classification specialist.
3.  Although duty 1 of this SCPD is similar to duty 1 of the existing SCPD 9G474, this SCPD was created for the Security Forces military-civilian conversion and deals only with protection of PL-4 resources.  This SCPD does not apply to  positions that are responsible for implementing higher headquarters policies, developing installation security plans and instructions from inception, and recommending overall program improvements.  
___________________________________________________________________________________________
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