STANDARD CORE PERSONNEL DOCUMENT                                                                              Number:  9G460

AIR FORCE STANDARD CORE PERSONNEL DOCUMENT (SCPD)

ORGANIZATION:

SCPD NUMBER:
9G460

SUPV LEVEL CODE:
8
COMP LEVEL CODE:
036A

TARGET GRADE:
09
FLSA:
Exempt

JOB SHARE:

CAREER PROG ID:
8

EMERGENCY ESS:

DRUG TEST:
Yes

KEY POSITION:

POSITION HIST:


__________________________________________________________________________________________________
CLASSIFICATION:  Security Specialist, GS-0080-09

DUTY TITLE:  

__________________________________________________________________________________________________
ORG & FUNC CODE:  

1ST SKILL CODE:
40%
ABUSFG
Security Administration/Information Security Management

2ND SKILL CODE:
30%
ABUPCV
Security Administration/ Physical 

3RD SKILL CODE:
30%
ABUPCU
Security Administration/Personnel

__________________________________________________________________________________________________

SCPD DEVELOPED AND CLASSIFIED BY:  HQ AFPC/DPCMC, 10/27/00

CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.

________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

________________________________________________________           _________________

SUPERVISOR’S SIGNATURE


                   DATE

__________________________________________________________________________________________________
PERFORMANCE PLAN CERTIFICATION:

[image: image1.wmf]Rater/Supv.

Date

Reviewer

Date

Employee*

Date


*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:  

The primary purpose of this position is:  To administer the physical, information, and personnel security programs for a tenant or organization.

The organizational location of this position is:  

__________________________________________________________________________________________________
ORGANIZATIONAL GOALS OR OBJECTIVES:
The organizational goals or objectives of this position are:
__________________________________________________________________________________________________

DUTY 1:









%
Critical


Monitors the overall security administration program for the organization.  Provides guidance and assistance to supervisors and managers in the areas of physical, information, personnel and limited industrial security.  Performs duties as activity antiterrorism/force protection (AT/FP) representative, conducts or arranges for conduct of AT/FP recurring training and pre-deployment briefings for assigned personnel.  Serves as activity crime prevention monitor.  Develops and monitors organizational level implementing instructions, policies and procedures to support host installation security plans.  Monitors the classification management program, and supports program managers in developing classification guidance and decisions.   Provides guidance on classification marking, accountability, control, storage, safeguarding, downgrading, declassifying, and destruction procedures for classified matter.  Conducts security education training.  Prepares requests for the issuance and control of restricted area badges, processing of security clearances, and other functions within the security area.  Provides guidance and assistance to the commander/agency chief on establishment of Security Information Files (SIF) when derogatory information is discovered on an organizational member with a security clearance.   Assists in the resources protection program to include the design and installation of protective systems.  Provides security guidance on organizational plans and projects to include construction designs.  Coordinates with the installation security office to ensure that organization needs are met.  Assists in the industrial security program ensuring contractors working on classified contracts are in compliance with national and local security requirements.  

STANDARDS:
A.  Consistently monitors the overall organization security program in a fully satisfactory manner.

B.  Consistently ensures antiterrorism/force protection, security education, and crime prevention training and briefings are conducted  as required.  

C.  Consistently monitors initial and recurring personnel security investigation requirements for assigned personnel and ensures required documents are submitted within established time frames.   

KSA:  1, 2, 3, 4, 5

__________________________________________________________________________________________________
DUTY 2:









%
Critical

Implements policies and procedures covering the safeguarding of classified information.  Provides advice to managers on the policies, instructions, procedures, control systems, and methods for such activities and functions as safeguarding and use; personnel access controls; need to know criteria; physical storage and control; and transmitting, transferring, reproducing, emergency protection and removal, and destroying classified information.  Conducts reviews of organizations that maintain classified material.  Inspects security storage containers to ensure that standards of physical and administrative security are met.  Assists in physical security for automated data processing and secure communications equipment.  Assists with selection and design to insure equipments meets security standards.  Provides oversight for required inquiries and investigations involving actual or suspected compromise of classified material and/or the loss or theft of firearms, ammunition, funds, or other sensitive/high value items.  Prepares or provides oversight for required reports for inspections or investigations conducted.

STANDARDS:
A.  Consistently ensures effective procedures are in place to safeguard and manage classified information.

B.  Consistently applies policies and procedures of the Air Force Information Security Program ensuring protection of classified information and material.

C.  Consistently provides oversight for inquiries and investigations concerning actual or suspected compromise of classified material or other security situations in a thorough and timely manner.

KSA:  1, 3, 4, 5

__________________________________________________________________________________________________
DUTY 3:









%
Critical


Implements unit security education and motivation programs.  Advises managers of security training requirements, changes in security procedures, publication of security directives, and enhancements designed to increase security awareness.  Responsible for ensuring security training is conducted IAW AFI 31-401and documented.  Develops organization-specific lesson plans.  Recommends methods of adapting security education regulations to the organization.  Gives security briefings to new employees during orientation and at other times when necessary.  Conducts inspections of units organizations to ensure that personnel are receiving appropriate security education and motivation.

STANDARDS:
A.  Security education and motivation program advisory service is consistently accurate and presented in a courteous manner.

B.  Recommendations are consistently sound and provide solutions to problems presented by management.

C.  Inspections are consistently conducted in a thorough and timely manner.

KSA:  1, 2, 4, 5

__________________________________________________________________________________________________
DUTY 4:









%
Critical

Participates in Unit Security Managers meetings.  Serves as unit security manager.  Presents security material and feedback from experiences in the organization for sharing with other unit managers who may experience similar situations.  Reviews, maintains, and distributes minutes of meetings to keep management informed of the latest information concerning security awareness.  

STANDARDS:
A.  Almost always represents the organization in an exemplary manner.

B.  Consistently keeps managers and supervisors informed on the latest security information gained at meetings.

KSA:  1, 4, 5

__________________________________________________________________________________________________
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  
1.  Knowledge of security concepts, principles, and practices to plan and implement security procedures for physical, personnel, and information security programs within the organization.

2.  Knowledge of required security training concepts, programs, procedures and practices to assist managers in complying with established security programs.

3.  Skill in developing, analyzing, and evaluating multiple security programs (Personnel, Physical, and Information) to meet mission requirements and improve the security program for the organization.

4.  Ability to communicate orally and in writing, through clear, concise, and technically accurate written materials.

5.  Ability to establish effective professional working relationships with coworkers, contributing to a cooperative working environment and successful accomplishment of the mission.

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required By The Position



Level 1-6
950 Points

-- Knowledge of commonly applied security principles, concepts, and methodologies in carrying out information, personnel, and physical security programs for the organization.

-- Knowledge of the methods of performing such duties as conducting inspections and investigations, collecting and analyzing information, etc., and skill in weighing the impact of variables such as critical personnel qualifications, variations in building construction characteristics, access and entry restrictions, equipment availability, and other issues that influence the course of actions taken in resolving security questions and issues.

-- Knowledge of security classification methods, concepts, eligibility for access to classified or sensitive information and the process for granting personnel security clearances/accesses.

-- Ability to analyze and evaluate reports and conditions to recommend remedial actions.

Factor 2, Supervisory Controls





Level 2-3
275 Points

Supervisor defines the area of responsibilities and the objectives, priorities, and deadlines for the work.  The employee plans and carries out the steps involved, handles deviations from established procedures, and resolves problems that arise in accordance with Air Force and local guidelines, previous training or precedent cases, and other guidance.  The supervisor is usually available to assist with new or unusual cases or situations.  Work is reviewed on the basis of technical soundness and quality of recommendations made.  The methods and techniques used by the employee during the course of the assignment are not usually reviewed in detail.

Factor 3, Guidelines






Level 3-3
275 Points

Guidelines include DOD, Air Force, MAJCOM, and local regulations, manuals, and operating instructions.  The guides are not always applicable to specific conditions or there are gaps in specificity in application to specific security system requirements.  The employee must interpret and apply a number of subject-matter policies and regulations such as those that apply to access to and protection of classified information.  The employees must use judgment in interpreting, adapting, and applying guidelines, such as instructions for the application of security alarm and detection equipment; access barriers (pass and badge system, fences, guard posts, etc.); variations in security clearance levels required; document control systems and storage facilities where there is some overlap or conflict in the levels of persons with access to a facility; and other conditions requiring the employee to analyze and develop security plans within the intent of available guidelines.  The employee analyzes the applicability of guidelines to specific circumstances and proposes procedural changes to improve the effectiveness or efficiency of security controls within the intent of directions concerning the level of security required.

Factor 4, Complexity






Level 4-3
150 Points

The employee applies different and unrelated methods, practices, techniques, or criteria to the programs in which the employee is involved.  The employee defines storage and handling requirements for controlling access to classified information maintained in different facilities and being handled by different kinds of personnel, e.g., civilians, reservists, and contractor employees.  The work requires consideration of alternative methods of implementing and monitoring security organizational needs and security requirements.  Recommendations concerning the implementation of new security requirements or actions to be taken in the case of security violations are based on factual information.

Factor 5, Scope and Effect





Level 5-3
150 Points

The work involves resolving a variety of conventional security problems, questions, and situations such as investigating security breaches and recommending solutions to preclude a recurrence, recommending security systems for new facilities, and advising managers and operating officials of established security criteria, methods, techniques, and procedures.  The work affects the effectiveness of security programs within the organization.  The effect of the work is primarily local in nature.

Factor 6, Personal Contacts





Level 6-2
25 Points

Personal contacts are with managers and employees in the organization, with installation security specialists and private contractor personnel.

Factor 7, Purpose of Contacts





Level 7-2
50 Points

Contacts are for the purpose of resolving security issues and problems or for carrying out security plans and reviews to achieve mutually agreed upon security and program objectives.  Contacts with contractor personnel to plan and coordinate inspections, provide advice, and resolve security issues.

Factor 8, Physical Demands





Level 8-1
5 Points

The work is primarily sedentary.  Some walking and standing occurs during inspections of offices where classified information is stored.  The inspections are not conducted under arduous conditions.

Factor 9, Work Environment





Level 9-1

5 Points

The work is performed in an office setting.  Most inspections are also conducted in office settings.

__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
1.  The employee may be required to travel in military and/or commercial aircraft to perform temporary duty assignments.

2.  The position is designated for drug testing.

3.  This is a key position.  Incumbents must be removed from their military recall status if alternatives for filling the position during an emergency are not available.

4.  The employee will be required to obtain and maintain a security clearance.

_________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARD(S) USED:  US OPM Position Classification Standard for the Security Administration Series, GS-080 (HRCD-7, July 1999).

GS-09 Point Range:  1855-2100

Total Points:  1885

Grade:  GS-09

CLASSIFICATION REMARKS:  
NOTE(S) TO USERS:  Minor changes, including skill code shreds, may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.

__________________________________________________________________________________________________
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