STANDARD CORE PERSONNEL DOCUMENT                                                                              Number:  9G481

AIR FORCE STANDARD CORE PERSONNEL DOCUMENT (SCPD)

ORGANIZATION:

SCPD NUMBER:
9G481

SUPV LEVEL CODE:
8
COMP LEVEL CODE:
036A

TARGET GRADE:
09
FLSA:
Exempt

JOB SHARE:

CAREER PROG ID:
8

SENSITIVITY:

BUS:


EMERGENCY ESS:

DRUG TEST:
Yes

KEY POSITION:

POSITION HIST:


__________________________________________________________________________________________________
CLASSIFICATION: Security Specialist, GS-0080-09

DUTY TITLE:  

__________________________________________________________________________________________________
ORG & FUNC CODE:  SSY

1ST SKILL CODE:
40%
ABUSFG
Security Administration/Information Security Management

2ND SKILL CODE:
30%
ABUPAB
Security Administration/Industrial 

3RD SKILL CODE:
30%
ABUPCU
Security Administration/Personnel

__________________________________________________________________________________________________

SCPD DEVELOPED AND CLASSIFIED BY:  HQ AFPC/DPCMC, 10/27/00

CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.

________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

________________________________________________________           _________________

SUPERVISOR’S SIGNATURE


                   DATE

__________________________________________________________________________________________________
PERFORMANCE PLAN CERTIFICATION:

[image: image1.wmf]Rater/Supv.

Date

Reviewer

Date

Employee*

Date


*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:  

The primary purpose of this position is:  To serve as a security specialist, providing reports and analysis management, limited information and industrial program support, and personnel security program functions in support of the installation.

The organizational location of this position is:  

__________________________________________________________________________________________________
ORGANIZATIONAL GOALS OR OBJECTIVES:
The organizational goals or objectives of this position are:
__________________________________________________________________________________________________

DUTY 1:









%
Critical

Manages the Reports and Analysis Program.  Inputs all traffic citations, accidents and incident/complaint reports into the Security Forces Management Information System.  Briefs the Chief of Security Forces and commanders on crimes and incidents involving base personnel.  Reviews, processes, suspenses, and distributes traffic incident and accident reports, tickets, complaints, and incident and information reports.  Reviews final actions and responses by commanders and supervisors to ensure timeliness and appropriateness, and takes action as required.  Analyzes and evaluates reports and paperwork for accuracy and correctness.  Compiles information and statistics for files, records, trend summaries, and reports and takes or makes recommendations for action.  Manages installation traffic point, driving revocation, and debarment programs and actions.  Ensures the National Incident-Based Reporting System (NIBRS), Defense Incident-Based Reporting System (DIBRS), and Report Control Symbol (RCS) reports, and other higher headquarters and local reports, are submitted as required.  Keeps organization and installation leadership and personnel informed on statuses and activities.

STANDARDS:
A.  Consistently remains knowledgeable and current in federal, DoD, Air Force, and MAJCOM directives, requirements, and procedures of the reports and analysis functions, and correctly interprets and applies them.

B.  Manages the function, ensuring requirements are consistently met in a timely and efficient manner. 

C.  Consistently briefs or provides up-to-date information on function status and statistics.

KSA:  1, 2, 3, 4, 5

__________________________________________________________________________________________________

DUTY 2:









%
Critical


Assists in the implementation and administration of the information security program for the installation.  Studies higher headquarters guideline material and recommends procedures for the classification and protection of classified national defense and other sensitive information originated or controlled by installation activities.  Reviews requests for delegation and exercise of classification and declassification authority, recommending approval/disapproval as appropriate.  Conducts reviews and evaluations of damage assessments, and/or classification of reviews of classified efforts.  Studies classification and declassification problem areas and advises technical personnel on classification requirements for programs and projects.  Assists in the development of classification guidance, document marking, safeguarding, and use; personnel access controls; need to know criteria; physical storage and control; and transmitting, transferring, reproducing, downgrading, and destroying information.  Reviews through formal or informal visits, established security policies, practices, procedures, and techniques to a variety of organizations or situations that differ in kind and level of security, complexity, and local conditions or circumstances.  Assesses situations or problems to determine the applicability of established methods, the need to digress from normal methods and techniques, the need to temporarily waive security and investigative standards, or whether specific kinds of waivers can be justified, and recommends resolution.  Interprets, formulates, and implements regulatory guidance for classification management and safeguarding requirements.  Plans and conducts security manager meetings.  As assigned, prepares supplemental guidance as directed by DOD, HQ USAF or MAJCOM.

STANDARDS:
A.  Involvement by the incumbent in the information security program is consistently performed in a fully satisfactory manner.

B.  Consistently correctly assesses situations involving information security situations, conditions, and problems,  and provides creditable advice, resolves classification issues and conflicts and elevates conflicts to higher management levels if appropriate. 

C.  Consistently provides accurate classification assistance and develops guides, plans, and other materials that satisfy regulatory mandates.

KSA:  1, 3, 4, 5

__________________________________________________________________________________________________
DUTY 3:









%
Critical

Participates in the evaluation and monitoring of contractor(s) security programs.  Conducts surveys of industrial or other contractor operated facilities to determine their ability to work with and store classified and sensitive information, including information generated or stored in ADP systems; provide for proper personnel security administration, such as proper visitor controls; and physical security provisions and safeguards.  Insures clearance levels for company and management officials are commensurate with information handled; and assess the facilities’ physical acceptability for possession of classified and/or sensitive information.  Based on these reviews makes recommendations to the industrial security program manager concerning the capabilities of the contractor to administer an acceptable security program.  Provides orientation and advisory service as necessary to ensure that contractors are oriented to the installation security program and assists them in initiating measures necessary to bring facilities up to established standards.  Reviews contract Security Classification Specifications prior to approval by the contracting officer and release to the contractor.  Conducts periodic security reviews to examine procedures, training, and facilities utilized by contractors to determine compliance with the requirements and terms of Security Agreements and the practices for safeguarding classified material and other security provisions.  Reviews reports of investigations and any other actions submitted to the industrial security program manager.  

STANDARDS:
A.  Consistently participates in the administration of the industrial security program in a fully satisfactory manner.

B.  Consistently correctly assesses situations involving security conditions, and problems, and provides creditable advice to serviced contractor security and management personnel.

KSA:  1, 2, 3, 4, 5

__________________________________________________________________________________________________
DUTY 4:









%
Critical


Implements and administers the personnel security program for the installation.  Establishes local procedures for processing requests for security clearances for military and civilian personnel.  Initiates and reviews all requests for personnel security investigations consistent with directives.  Establishes procedures for processing investigations for non-appropriated fund employees.  Ensures that requests for security clearances are properly screened and verified, and that all necessary forms and documentation have been completed before processing for clearances.  Analyzes each request received to determine validity for access indicated.  Evaluates the sensitivity of the position, degree of clearance, and special access required to perform duties to determine type of investigation required.  Determines to which investigative agency to forward the request.  Maintains prescribed files and records pertinent to clearances.  Establishes priority processing of requests for investigations and correspondence pertaining to clearance records.  Reviews security clearance requests and similar related material for information that adversely reflects on the individual’s loyalty or character, such as sabotage, espionage, sedition, or subversive tendencies; criminal, infamous, notorious, or disgraceful conduct; drunkenness; drug addiction; or sex perversion.  If results reveal a misrepresentation, initiates correspondence to appropriate authorities summarizing any falsified or derogatory information.  Assists the Commander in determining if Security Information Files (SIF) should be established.  Establishes, maintains, processes, and disposes of SIFs for all organizations supported by the base.

STANDARDS:

A.  Consistently administers the personnel security program in a fully satisfactory manner.

B.  Assistance to Commander is consistently accurate and logical in terms of recommendations for disposition of cases.

KSA:  1, 3, 4, 5

__________________________________________________________________________________________________
DUTY 5:

Assists security managers in implementing security education programs.  Advises security managers of security training requirements, changes in security procedures, publication of security directives, and enhancements designed to increase security awareness.  Recommends methods of adapting regulations to the local serviced organizations.  Gives security briefings to new employees during orientation and at other times when necessary.  Plans and conducts training sessions for representatives of all assigned and supported organizations.

STANDARDS:
A.  Security education and motivation program advisory service is consistently accurate and effective.

B.  Recommendations are consistently sound and provide solutions to problems presented by management.

KSA:  1, 2, 4, 5

__________________________________________________________________________________________________
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  
1.  Knowledge of security forces reports and analysis functions of information, industrial, and personnel security concepts, principles, and practices to participate in the planning and implementation of security programs in these areas.

2.  Knowledge of required security training concepts, programs, procedures, and practices to assist managers in establishing and operating internal security programs.

3.  Skill in developing, analyzing, and evaluating security programs to meet mission requirements and improve the security program for the installation.

4.  Ability to communicate orally and in writing, clearly, concisely, and accurately.

5.  Ability to establish effective professional working relationships with coworkers and customers, contributing to a cooperative working environment and successful accomplishment of the mission.

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required By The Position



Level 1-6
950 Points

-- Knowledge of commonly applied security principles, concepts, and methodologies in carrying out information, personnel, and industrial security assignments, advising operating officials, and developing guidance for applying security policy, procedures, techniques, equipment, and methods to a variety of work situations and various levels or degrees of security controls.

-- Knowledge of the methods of performing such duties as conducting reviews, collecting and analyzing information, etc. and skill in weighing the impact of variables such as critical personnel qualifications, variations in building construction characteristics, access and entry restrictions, equipment availability, and other issues that influence the course of actions taken in resolving security questions and issues.

-- Knowledge of security classification methods, concepts, and eligibility for access to classified or sensitive information to review plans for proposed or new projects, organizations, and/or missions to assure the presence of adequate planning for information security and other controls.

-- Ability to plan and carry out reviews of unit or contractor security programs, analyze and evaluate reports, and conditions to recommend remedial actions.

Factor 2, Supervisory Controls





Level 2-3
275 Points

Supervisor defines the area of responsibilities and the objectives, priorities, and deadlines for the work.  The employee plans and carries out the steps involved, handles deviations from established procedures, and resolves problems that arise in accordance with Air Force and local guidelines, previous training or precedent cases, and other guidance.  Receives some assignments from higher grade workers who are responsible for information and industrial security programs for the installation.  The supervisor or higher grade specialist is available to assist in new or unusual cases or situations.  Work is reviewed on the basis of technical soundness and quality of recommendations made.  The methods and techniques used by the employee during the course of an assignment are not usually reviewed in details.

Factor 3, Guidelines






Level 3-3
275 Points

Guidelines include DoD, Air Force, MAJCOM, and local regulations, manuals, and operating instructions.  The guides are not always applicable to specific conditions or there are gaps in specificity in application to specific security system requirements.  The employee must interpret and apply a number of subject-matter policies and regulations such as those that apply to access to and protection of classified information.  The employees must use judgment in interpreting, adapting, and applying guidelines, such as instructions for security clearance levels required; document control systems and storage facilities where there is some overlap or conflict in the levels of persons with access to a facility; and other conditions requiring the employee to analyze and develop security plans within the intent of available guidelines.  The employee analyzes the applicability of guidelines to specific circumstances and proposes regulatory or procedural changes to improve the effectiveness or efficiency of security controls within the intent of directions concerning the level of security required.

Factor 4, Complexity






Level 4-3
150 Points

Assignments consist of a variety of industrial, information, and personnel security duties for which the employee applies different and unrelated methods, practices, and techniques, or criteria to the programs in which the employee is involved.  The work requires consideration of alternative methods of implementing and monitoring security needs in organizations serviced.  Recommendations concerning security problems and situations are normally based on factual information.  Organizations serviced generate a variety of security problems that require analysis of the kind and level of security, complexity, and local conditions or circumstances.

Factor 5, Scope and Effect





Level 5-3
150 Points

The work involves resolving a variety of conventional security problems, questions, and situations such as investigating security breaches and recommending solutions to preclude a recurrence, recommending security systems for protecting information in new facilities or missions, and advising managers, operating officials, and/or contractors of established security criteria, methods, techniques, and procedures.  The work affects the effectiveness of security programs for the organization supported.  The effect of the work is primarily local in nature, although some programs may be part of a multi-facility or program operations with interlocking security requirements.

Factor 6, Personal Contacts





Level 6-2
25 Points

Personal contacts are with commanders, managers and employees on the installation, other security specialists and private contractor personnel.  Roles and relative authorities of participants are explicit, as in the specialist conferring with the manager of a program to present optional security plans involving alternative levels of protection, and differing cost factors, or a formal presentation of security recommendations in a meeting with base mission commanders and managers.

Factor 7, Purpose of Contacts





Level 7-2
50 Points

Contacts are for the purpose of resolving security issues and problems or for carrying out security plans and reviews to achieve mutually agreed upon security and program objectives.  Contacts with managers and contractor personnel are to plan and coordinate inspections, provide advice, and resolve security issues.

Factor 8, Physical Demands





Level 8-1
5 Points

The work is primarily sedentary.  Some walking and standing occurs during reviews of offices where classified information is stored.  The reviews are not conducted under arduous conditions.

Factor 9, Work Environment





Level 9-1

5 Points

The work is performed in an office setting.  Most reviews are also conducted in office settings.

__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
1.  The employee may be required to travel in military and/or commercial aircraft to perform temporary duty assignments.

2.  The position is designated for drug testing.

3.  The employee will be required to obtain and maintain a security clearance.

_________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARD(S) USED:  US. OPM Position Classification Standard for the Security Administration Series, GS-0080 (HRCD-7, July 1999).

GS-09 Point Range:  1855-2100

Total Points:  1885

Grade:  GS-09

CLASSIFICATION REMARKS: 

NOTE(S) TO USERS:  Minor changes, including skill code shreds, may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.

__________________________________________________________________________________________________
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