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PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:
The primary purpose of this position is:  To serve as a focal point in the organization for technical support specialist (a.k.a. Workgroup Manager) duties, providing computer related assistance and support to organizational users.

The organizational location of this position is:
ORGANIZATIONAL GOALS OR OBJECTIVES:

___________________________________________________________________________________________________
DUTY 1:








%
Critical

Performs technical support specialist duties.  Acting as a focal point for organizational computer related activities, provides guidance on technical aspects of computers and system use to organization users.  Based upon space available for equipment, selects the optimum way to set up new or added hardware and analyzes security requirements and directives for solutions.  Considers certification and accreditation (C&A), risk analysis, emanation security (EMSEC), computer security (COMPUSEC), and communications security (COMSEC) issues for new equipment, classified, and unclassified systems.  Works with Network management and Information Protection elements to ensure appropriate C&A is completed and submitted to the Designated Approval Authority.  Acts as back up for the Functional Systems Administrator.  Connects peripherals, and performs system startup.  Installs, upgrades, maintains, and configures or modifies configuration for new or updated software.  Performs client (first 400 feet) configuration management functions, configures initial installs, modifies user introduction menus, configures initial system or platform state, modifies system for functionality or user requests and modifies or recovers database files for resident application programs.  Provides software application assistance for commonly used office automation applications purchased from standard Air Force infrastructure support contracts; performing e-mail address group maintenance; creating, modifying, and removing directories; moving files from one media to another; reviewing file contents; and checking files for corruption.  Researches and performs all upgrades to workstations to include both hardware and software.  Performs maintenance on personal computers.  Runs specialized software to clean up the internal hard drives to eliminate unnecessary downtime.  Develops scripts to automate software installation and backups.  Using existing programs such as Dreamweaver, Homesite, Microsoft Visual Interdev, and Frontpage, designs and maintains web pages for users.  Monitors Local Area Network (LAN) upgrades and software releases to ensure users are current with changes and networks are functioning properly.  In responding to calls for assistance, performs initial system diagnostics; troubleshoots system errors; formats/partitions hard drives; creates floppy boot disks; completes backups and restores data.  When possible, recovers data from system crash.  When unconventional problems or difficulties beyond the capability of the technical support specialist are encountered, contacts higher level Computer Assistants such as the FSA, IT Specialists, or the Help Desk for assistance.

STANDARDS:  

A. With few exceptions, provides frontline and continuous customer support during initial set up and problem resolution.

B.  Almost always performs software applications installation, modification, and recovery activities effectively and efficiently.

C.  Typically provides diagnostics, routine files maintenance, and file transfers in an effective manner.
KSA: 1, 2, 3, 4, 

DUTY 2:








%
Critical

Performs a wide variety of record keeping, updating existing program Database Management System (DMS), reporting, and informational duties in support of the organization’s programs, functions, and projects.   Working with the base-level records manager, assists in establishing and maintaining the office electronic and paper filing systems to include a classified filing system.  Distributes incoming correspondence and electronic mail, recording the receipt, suspense, and completion dates as appropriate.  Pursuant to public law, answers substantive, non-technical requests for information which can be provided based on information from records and files or personal knowledge of the organization.  Locates and selects appropriate references and procedures for application to specific questions.  When unable to locate information, or cannot answer questions, refers caller/visitor to a staff member.  Provides follow-up on requests for information. 
STANDARDS:
A.  With few exceptions and pursuant to public law, provides timely, accurate, and factual information, regardless of the media requested, to customers.

B.  Almost always establishes effective controls and suspense dates and follows-up to ensure deadlines are met.

KSA:   1, 3, 6

DUTY 3:  








% 
Critical

Performs computer security duties.  Controls computer security access by assigning, modifying, and deleting passwords and issuing International Association of Administrative Professional user licenses.  Based on direction to do so, grants or revokes said licenses.  Establishes new user account privileges; authorizes users, maintains access controls; performs ongoing security review; reports security breaches, distributes security information and installs anti-virus software and updates as available.  Responsible for configuration of the various security systems, backups, etc., while ensuring security integrity and consistency.  Functions as the Computer Security (COMPUSEC) Manager, Network Encryption System Manager, and Information Systems Security Officer.  Assists the FSA and Information Protection Officer in developing the systems security plan, as required by OMB circular A-130 and Public Law 100-235, Computer Security Act of 1987.  Promotes and publicizes security awareness concerning unauthorized or illegal use of computer hardware and software.  

STANDARDS:
A.  Routinely determines and carries out appropriate steps to ensure optimum computer system security.

B.   With few exceptions, effectively administers security access controls. 

C.  Almost always performs Computer Security Manager duties effectively.

KSA:   1, 2, 5, 6

DUTY 4:








%
Critical


Monitors and maintains computers and related peripherals and tracks routine maintenance of existing computer equipment.  Performs initial setup and routine maintenance on computer equipment.  As a liaison with the installation Help Desk, keeps up-to-date records of hardware and software within the organization, regularly consults on equipment changes, and ensures follow-up on all reported difficulties.  As the need arises, thoroughly researches software products to obtain information regarding the best product to meet functional needs. These recommendations are given to the organization’s LAN administrator for higher level approval.  Responds to requests for help with hardware and software maintenance.  Requisitions office supplies, printing support, and related materials.  Performs routine inventories to keep track of computer supplies on hand and follows up with IMPAC card custodian when supplies are needed.  Establishes and maintains official documentation to track inventory of all computer equipment.   Prepares and coordinates purchase order requests, provides necessary documentation and justification for computer equipment and software, and coordinates requests with appropriate officials within and outside the organization.  

STANDARDS:
A.  Routinely manages schedules for all computer equipment to ensure appropriate routine maintenance is performed.  

B.  Almost always performs thorough and effective research of available products to meet customer needs.   

C.  With few exceptions, maintains current inventory of computer equipment and supplies.

KSA:   1, 2, 4, 6

DUTY 5:







%
Critical



Uses multiple office automation software with varied functions to produce a wide range of documents, formats, etc. Specific processing functions involved require a varying number and sequence of steps and use of different functions from one assignment to another.  Uses word-processing software to create, copy, edit, store, retrieve, and print forms, memos, and letters; uses existing database or spreadsheet software to create, enter, revise, sort or calculate, and retrieve data for reports; and uses graphic software to provide graphs and charts for reports and presentations.  Independently carries out familiar assignments in accordance with previous instructions, standard procedures for creating documents, or entering or retrieving data, and established use of software packages.  Recognizes differences in existing procedures and applications and makes choices from among established alternatives.  Steps and procedures differ in terms of the type of document or specific report to be produced or edited, the specific formatting required for a document, the existence of prerecorded formats, and other differences of a factual nature.  Transmits and receives documents and messages electronically using personal computers or workstations that are networked or linked to other computers or workstations.

STANDARDS:

A.  Typically utilizes multiple automated programs effectively and appropriately to produce/develop accurate and useful documents. 

B.  Routinely receives, processes, transmits, and/or forwards electronic messages and documents promptly and appropriately.

KSA:  4, 5

________________________________________________________________________________________________
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  
1.  Knowledge of the fundamental capabilities and limitations of a variety of computers, computer network systems, and programs; as well as computer-related software and hardware in order to test, install, upgrade, configure, diagnose, and maintain proper functionality.  

 2.  Knowledge of network security environment, network configuration, standard network operating system service and support sharing and securing resources involving technical program applications used within the organization.

3.  Knowledge of advanced configuration of internet browsers, electronic mail, and website design to maintain and update existing systems.

4.  Knowledge of various office automation software programs, tools, and techniques to support office operations and produce a variety of documents such as letters, reports, spreadsheets, databases, graphs, and E-mail/messaging.  

5.  Skill in typing; a qualified typist is required.

6.  Ability to communicate effectively, both orally and in writing.

_____________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required By The Position



Level 1-5
750 Points

-- Knowledge of personal computer (PC) equipment, internal computer processes, application and utility programs, a wide range of analytical and diagnostic methods, procedures, and principles to identify system failures, modify programs or procedures, take corrective actions to resume normal operations, and implement procedures to allow for partial use until problems are resolved.

-- Knowledge of the functions, capabilities and limitations of a variety of computers, computer network systems, and programs; as well as computer-related software and hardware in order to install, test, upgrade, configure, diagnose, and maintain proper functionality.

 --Knowledge of Information Systems Security (INFOSEC), network environment, network configuration, standard operating system service and support, and sharing and securing network resources in order to function as the Computer Security (COMPUSEC) Manager and Network Encryption System Manager.

--Basic knowledge of LAN technologies, components, topologies, and techniques in order to effectively deal with the local communications unit in reporting problems with the LAN, make minor adjustments, and train unit employees on a variety of uses.

--Knowledge of the standard workstation operating system and office productivity applications for word processing, presentations, spreadsheets, and databases in order to train and assist customers in running applications, installing and upgrading workstations, managing printing, troubleshooting and optimization, and managing disks.
-- Knowledge of the nature and capability of word processing software procedures and function keys to perform a substantial range of functions, such as generating table of contents, importing graphs or databases, creating glossaries, aligning multiple columns, automatically printing document identification or other notations at the top or bottom of each page, and creating form letters and automatically merge these with mailing lists. 

-- Skill in troubleshooting, diagnosing, and resolving problems with information systems equipment in the organization to include personal computers, network connections, a variety of printers and other peripherals, modems, terminals, and system file servers.

-- Skill in typing; a fully qualified typist is required.

-- Ability to communicate orally and in writing.

-- Ability to provide training and guidance to users in the proper application of software, security requirements,  hardware capabilities, and understanding computer maintenance.
Factor 2, Supervisory Controls





Level 2-3
275 Points

The supervisor makes assignments in terms of objectives and possible methods or approaches to work.  The employee independently performs the work on projects by planning and carrying out necessary steps within established limits.  The employee identifies the work to be done, plans and carries out the steps required and completes tasks without supervisory review.  Independently deviates from instructions to provide for unspecified dependencies, lower or higher priorities or other changes based on past experience and flexibility within assigned workload.  Incumbent commonly adapts or develops new work procedures and instructions for application by self and others.  The supervisor provides additional assistance in the case of unusual or complex problems.  Completed work is reviewed for conformity to deadlines and accepted practices.  Work methods are not normally reviewed unless recurring, common patterns or problems develop.

Factor 3, Guidelines






Level 3-2
125 Points

Written guidelines are available in the form of technical manuals and are supplemented by instructions and advice from technical specialists.  Written guidelines are procedural documents, manuals which define and specify equipment functions, limitations, etc., and software descriptions which define the function of each software package.  The guidelines are normally applicable to work performed, but the incumbent must select specific combinations of guides to fit problems.  Some adaptation of guidelines is required for deviations in program related activities such as adjustments for differing systems and software capabilities.  Significant deviations from standard procedures must be coordinated with the Help Desk or other available information management specialist.

Factor 4, Complexity






Level 4-3
150 Points

Incumbent works with several different kinds of applications and networks such as local area networks, Information Systems Security (INFOSEC), Windows track, Novell track, Unix track, and all associated systems.  The incumbent uses numerous interrelated and unrelated methods, procedures, and objectives for installing software and hardware peripherals, initializing systems, and resolving problems.  Such problems range from simple to moderately complex with implementation of new programs, maintenance and upgrading of existing software and hardware, and diagnosing a variety of computer hardware and software application failures.  The incumbent decides which actions to take and the methods appropriate to the situation at hand.  Actions taken differ according to hardware and software constraints, customer needs, existing system capabilities, and workload and priorities.  This requires analysis to identify problems and the development of solutions within general system and program capabilities.

Factor 5, Scope and Effect





Level 5-3
150 Points

Incumbent of this position is the primary organizational focal point for computer related activities and is the first line of help customers contact to resolve technical information management problems.  Work involves performing diagnostic and maintenance actions on a variety of computer software, hardware and systems.  The incumbent must have knowledge of hardware, software, and communication principles to install, configure, diagnose, and operate all client/server devices for the organization which they support.  The employee resolves the day-to-day administrative and technical system problems users experience, although solutions are not always covered by established or standardized procedures.  The work has a direct affect on the ability of organization PC and system users to efficiently process assignments and communicate with internal and external customers.  It also impacts the reliability and acceptability of services needed for subsequent activities.  

Factor 6, Personal Contacts





Level 6-2
25 Points

Personal contacts are both within and outside the immediate organization. Contacts within the immediate organization are PC and network users who are seeking technical assistance.   People contacted are generally engaged in different functions, missions and kinds of work; e.g., representatives from the IT community, contracting, supply, and other operating offices at the immediate installation.    Contacts may also include members of the general public such as vendors of computer software and hardware products. Contacts are generally structured and routine in nature.   
Factor 7, Purpose of Contacts





 Level 7-2 
50 Points
Purpose of contacts is to plan, coordinate or advise on work efforts or to resolve operating problems.  This includes contacts for purposes of clarifying or exchanging information, providing staff members with guidance and instruction on applicable procedures, advising on new or modified requirements, and ensuring reports and responses to maintenance concerns are timely.

Factor 8, Physical Demands





Level 8-2
20 Points

The position may require extended periods of standing, walking, stretching, bending, stooping, or carrying a variety of computer and communications equipment which may weigh as much or more than 45 pounds.  May lift heavier loads with the help of a co-worker or lifting device.  

Factor 9, Work Environment





Level 9-1 
5 Points

The work is performed in a typical office setting, requiring the use of normal safety precautions necessary for an office environment.  The work area is adequately lighted, heated, and ventilated. 

__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
_________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED: OPM Position Classification Standard for Computer Clerk and Assistance Series, GS-0335, TS-40, February 1980; OPM Job Family Position Classification Standard for Administrative Work in the Information Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series, dated May 2001; OPM Position Classification Standard for Office Automation Clerical and Assistance Series, GS-326, TS-100 dated November 1990; and OPM Office Automation Grade Evaluation Guide, TS-100 dated November 1990; OPM Appeal Decision C-0335-10-01 dated July 2001and OPM Digest of Significant Classification Decisions and Opinions, No 27-01, December 2001; OPM Appeal Decision C-0335-09-02, dated 17 Jul 2001; and OPM Appeal Decision C-0335-07-01, dated 6 Jun 2001; AF/DPPH email dated 1 Nov 02, “Classification of Base Level Systems Positions in Functional Areas.”

FACTOR LEVELS AND POINTS:  1-5/750, 2-3/275, 3-2/125, 4-3/150, 5-3/150, 6-2/25, 7-2/50, 8-2/20, 9-1/5

GS-07 Point Range:  1355 - 1600 

Total Points:  1550

Grade:  GS-07

CLASSIFICATION REMARKS:  
The office automation duties were evaluated against the Office Automation Grade Evaluation Guide as follows:

Factor Levels and Points:  1-3/350, 2-2/125, 3-2/125, 4-2/75, 5-2/75, 6-1&7-A/30, 8-1/5, 9-1/5

GS-04 Point Range:  655 - 850

Total Points:  790

Grade:  GS-04

GS-326 work is credited with Factor Level (FL) 2-2 because the employee seeks further guidance when new or unusual office automation assignments call for deviations from established procedures or otherwise require special instructions.  Factor Levels for factors 6/7 differ from the workgroup manager duties because personal contacts for office automation duties are limited to employees within the immediate work unit or related support units, such as points-of-contact and document originators.  The purpose of the contacts is to exchange information about the assignment or methods to be used to complete the assignment.

Series Determination.  The position serves in a functional unit as an extension of the installation Information Technology (IT) community’s Help Desk by providing a first line of response when computer problems arise or when new or added software and/or hardware are installed in the organization. The position requires significant knowledge of user requirements, a wide variety of local hardware and software programs and their technical requirements.  The GS-2210 series standard specifically excludes such work from its coverage. The section titled “Distinguishing Between Specialist Work and Assistant Work,” lists many duties of this position as those which should be excluded from the GS-2210 series “because these functions do not require the regular and recurring application of knowledge of IT principles, concepts, and methods.” 

Several OPM appeal decisions (C-0335-10.01, July 2001, highlighted in OPM Digest of Significant Classification Decisions and Opinions, No. 27-01, December 2001; C-0335-09-02, July 2001; and C-335-07-01 June 2001) support the classification of this SCPD.  In these decisions, OPM distinguishes between computer assistance and IT administrative work.  Although the appellant’s work involved administering the operation of a computer system, the appellant was not involved in the planning, design, or development of systems typical of information technology and OPM found that the appellant’s work was properly classified to the GS-0335 series.  In all cases, the LANs involved were considered small and did not have the same level of complexity addressed in the GS-2210 series standard.  OPM determined that the scope of the positions was limited in that responsibility for establishing service wide systems, hardware and software requirements, and making decisions on the need for system upgrades and/or software migrations were assigned to higher-level organizations in the agency.  In the C-0335-07-01 decision, the appellant provided assistance to computer specialists in the unit and to software users throughout the organization where the position is located. OPM also found that although some work performed by the appellants is similar to that performed by IT Specialists, the appellants do not require or use the degree or depth of knowledge typically found in IT Specialist responsibilities as described in the GS-2210 series standard.  In addition, recent guidance from AF/DPPH states that OPM “rationale clearly states that positions that support a Local Area Network (LAN) that is not a "base-wide LAN," support functional systems that are centrally developed and managed, and/or perform workgroup manager duties with COTs products are properly classified in the Computer Assistant Series, GS-335.  Accordingly, Computer Assistant, GS-335 is the proper classification for the positions in question.”   

Final Classification: Computer Assistant (Office Automation), GS-0335-07

NOTES TO USERS:  Minor changes, including subject matter skill code shreds, may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.  

__________________________________________________________________________________________________
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