How to change your EBIS Pin using the Web

Note: Employees need to know their Service Computation Leave date to change
the userid and password. However, if creating PIN for the first time, the
following additional information is required; pay plan, grade and step.

Go to Http:/ /www.afpc.randolph.af.mil/dpc/ and click on “Employee Benefits”
link

Or go directly to Employee Benefits Information System (EBIS) website
http:/ /www.afpc.randolph.af.mil/dpc/best _gorb/ebis.htm

Then click on “Enter the AFPC Secure Web Site Login”
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Air Force Employee Benefits Information System (EBIS)

Return to the BEST Home Page

EBIS is a secure web site and to access it you mustfirstlog into the AFPC Secure Web Sites. For moye information about EBIS or web transaction security, please review the
following documents, When you are ready to begin the login process, click the "Enter the AFPC Securg Weh Sites Login” link below. A list of available web applications will
appear after you complete the login process. Click an the EBIS hutton.

Ahout EBIS
FAGQ Ahout AFPC Secure and EBIS Wehb Site Security
How to Access the BEST Automated Systermn and Reach a Counselor

Changes to your benefits and entitlements may also be made via the Benefits and Entitliements Sefvice Team (BEST) phone system by calling 1-800-997-2378, except if you are

within area code 210, you must call (commercial) 527-2378. Hearing impaired employees with ac¢ess to Telephone Device far the Deaf (TDD) equipment should call 1-800-
382-0893, or (commercial) 565-2276 if calling within area code 210.

Enter the AFPC Secure Web Site Login
Last Updated: D3/06/2003 01:17 PM (dhp)

For specific questions concerning programs on this site, please address to the POC listed on the respective pages. Forinformation an Air Force Employment, see the
Ermployment Homepage or send E-Mail o the Recruitment Center. For all benefit and entitlements related issues, contact the BEST at 1-800-897-2378 or 527-2378, if calling in
the San Antonio Area. Send comments or questions concerning the website structure to the WehMaster. For other comments, recommendations and guestions, please e-mail
our Director's Office.

Air Force Personnel Center | Randolph AFB, T 78150
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If you receive this dialogue box, just click OK.
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- Identification

& The Web site pou want to view requests identification,

Select the certificate to use when connecting.
EBIS is a secure weh site and to access i, you i out EBIS orweh transaction security,

please review the following documents. YWhen yo re YWeb Sites Login" link below. Alist of
available web applications will appear after you ¢

% Apout EBIS
% FAQ About AFPC Secure and EBIS Web Site £
% How to Access the BEST Automated System :

Changes to your benefits and entitlements may 2 hane system by calling 1-800-997-2378,
except if you are within area code 210, you must to Telephone Device for the Deaf (TOD)

equipment should call 1-800-382-0883, or {camt More Info. | Yiew [Certificate |

=

For specific questions concerning programs on this site, please address to the POC listed on the respective pages. For information on Air Force Employment,
see the Employment Homepage or send E-Mail to the Recruitrment Center. For all benefit and entitiernents related issues, contactthe BEST a1 1-800-997-2378
or 527-2378, ifcalling in the San Antonio Area. Send comments or questions concerning the website structure to the WebhMaster, For other comments,
recarmmendations and questions, please e-mail our Director's Office
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After Clicking OK, the full AFPC Secure Web site Login screen will appear.

If you have forgotten the AFPC Secure Web password (this is not the EBIS PIN),
click “Forgot your password?” and follow the process on page 4 below.
Otherwise, Key in the User ID and Password, press Secure Login, for access and
then go to page 8 to continue.

izl How to change your EBIS PIN using the Web2.doc - Microsoft Word

8} AFPC Secure - Login - Microsoft Internet Explorer provided by AFPC
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AFPC Homepage

User Login
Registered users please login to continue

AFPCSecure is now DoD PKI Enabled: Click here for information on accessing AFPCSecure using your
CAC andfar DoD PKI Cerificate

% First time Air Force Users: |tis gssential for Military members to know their Pay Date and Date of Rank,
and far Civil Bervice Personnel to know their Senice Computation Date (SCO) for Leave to suppaort access of
authorized individuals to this weh site. Checkyour LES for Pay Date and SCD Leave Date.

% Cookies must be enabled: Click here for other common problems and solutions

User ID:

Usage Policy
OFFICIAL U.S. GOVERNMENT SYSTEM FOR AUTHORIZED USE ONLY

Forgotyour password?

This site is intended for the use of the Air Force anly. Do not reproduce or distribute the content of this site toa (/T you have not used your account inthe last four
wider audience without coordination with the information owner and your unit public affairs office manths (120 days), it has been deleted and you wil
need to create it again.

This is a Departrment of Defense computer system. This computer system, including all related equipment,

networks, and network devices (specifically including Internet access) are provided only for authorized LS

Government use. DoD computer systerms may he monitored for all lawful purposes, including to ensure that their

use is authorized, for management of the system, to facilitate protection against unauthorized access, andto In order o gain access to secure content at
verlfy security procedures, survivabllity, and operational security. Manitaring includes active attacks by autharized appe piease register. Select the appropriate
DoD entities to test or verify the security of this system. During monitoring, information may be examined, categlur\f

recarded, copied, and used for authorized purposes, Allinformation, including personal information, placed or
sent aver this system may be manitored. Use of this DoD computer system, authorized or unautharized,
constitutes consentto monitoring of this system. Unauthorized use may subject you to criminal prosecution
Evidence of unautharized use collected during monitoring may be used for administrative, criminal, or other
adverse action. Use ofthis system constitutes consent to monitoring for these purposes
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Fill in the personal information.
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You must have four verification questions set up in order for you to reset your password.
The feature to create or edit those questions is located at the bottom of page 11 of this
document.
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This is the screen used to establish the four verification questions. After entering the first
question and answer, another form will become available for the next question.
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AFPC Homepage

AFPC Secure

*fou eurrently do not have any gquestionianswer pairs set up

F1L010] 8] 8 |

‘ You will need to establish a total of four question and answer pairs in order to be ahle o reset your password on-line.

Enter a Question: | Geta sample guestion

Enter the Answer: I

CAUTION: Ensure no one is watching you enter or edit above information!

These sites are intended for the use of the Air Force only. Do not reproduce or distribute the content ofthis site to a wider audience without coordination with the
information owner and your unit public affairs office.
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If, however, a new User Id account is required, Click on the Civilian box.

‘*_E. How to change your EBIS PIN using the Web2.doc - Microsoft Word
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AFPC Homepage

- || AFPC Secure - Login i
- Important Information Reg\stered users please login to continue

¥ AFPCSecure is now DoD PKI Enabled: Click here for information on accessing AFPCSecure using your
CAC andfor DoD PK] Cetificate

= ' First time Air Force Users: |tis essential for Military members to know their Pay Date and Date of Rank,

B and for Civil Service Personnel to know their Senice Computation Date (SCO) for Leave to support access of

authorized individuals to this web site. Checkyour LES for Pay Date and 8GO0 Leave Date

- “  Cookies must be enabled: Click here for other common problems and solutions.

Usage Policy

OFFICIAL U.S. GOVERNMENT SYSTEM FOR AUTHORIZED USE ONLY
Forgot your pyssword?

@ it you have it used your account in the last four
moriths (120 dayX), t has been deleted and you will
need to create it again

This site is intended for the use of the Air Force anly. Do not reproduce or distribute the content of this site to a
wider audience without coordination with the infarmation owner and vour unit public affairs office

R This is a Department of Defense computer system. This computer systern, including all related equipment,
™ networks, and netwark devices (specifically including Internet access) are provided only for authorized U8 New Accounts
- Government use. Dol computer systems may he manitored for all lawful purposes, including to ensure that their
R use is authorized, for management of the system, to facilitate protection against unauthorized access, and to

- verify security procedures, survivability, and operational security. Monitoring includes active attacks by authorized

o DoD entities to test or verify the security ofthis system. During monitoring, information may be examined,
recarded, copied, and used for authorized purposes. All infarmation, including personal information, placed or

; sent aver this system may be monitored. Use af this DoD computer system, authorized or unauthorized,
constitutes consent to monitoring of this system. Unauthorized use may subject you to criminal prosecution.
Evwidence of unauthorized use collected during monitoring may be used for administrative, criminal, or other
adverse action. Use ofthis system constitutes consent to monitoring for these purposes.

In orderto gain acce\ss io secure content at
AFPC, please registdy, Selectthe approptiate
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Fill in the personal information
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If this dialogue box appears, just click OK.
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. Microsoft Internet Explorer x|

& ‘fou must create questions and answers to support resetting your password yourselF!

r Click on the CreatefEdit Questions button an the battom of the screen and create 4 verification questions that can
- later be used to authenticate you and allow you ko reset your password by yourself,
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The screen below is available, once the AFPC Secure Web page is cleared.

Click the EBIS button. Within this application, Clearinghouse POCs will be able
to create or recreate the password required to access the Clearinghouse
application (which is the same password employees use to change their benefits)
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AFPC Homepage

AFPC Secure

Main Menu

These are secure sites.
Please close all browsers when you leave the applications.

These sites are intended forAhe use of the Air Force onhy. Do not reproduce or distribute the content of this site to a wider audience without
coordination with the inforghation owner and your unit public affairs office.

z / RODRIGUEZ MARIA ¥, You have access to the following sites: ju=

Provides a means to download civilian files

This application allows current Air Force Employees access to their electronic OPF. You will find the
required viewing software and instructions at hitps: v afpc.randolph.af. milfeopfieopf_setup.htrm
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The Employes Benefits Information Systerm (EBIS) gives civilian employees, seniced by the
Directorate of Civilian Personnel Operations (HQ AFPC/DPC) at Randolph, the ability to check or

update their various benefits online.

To allow all Air Force Givilian Employees the capability to update their Motification of Emergency Data
for Mesxdt of Kin.

This option enahles current Air Force employees the ahility to sel-nominate {apply) for job vacancy
announcements, view, update or print a resume (only if submitted through the AF Resume \Writer)

Ajr Force Medical Service Integrated Forecast Board (IFB) Homepage. Through this wehsite
members and afiiliates ofthe IFB will be able to create, review and coordinate training regquests as
well as keep up to date on infarmation concerning this years' hoard
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Scroll to the bottom of page to see all options such as Create/Edit questions or change
password.
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Click on the PIN tab and select the appropriate option. This is where the actual

EBIS PIN is established or recreate (the same PIN used for the Clearinghouse
access).
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To create PIN

a [Employee Benefits Information System] PIN - Microsoft Internet Explorer provided by AFPC
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Home | Retirement | TSP | Health | Life | Suwey | PIN

CREATE YOUR
PERSONAL IDENTIFICATION NUMBER (PIN)

You must create a Benefits & Entitlements Service Team

(BEEST) Personal Identification Number (PIN). Your PIN must be 6
digits in length and may only contain numbers.

To create your Benefits & Entitlements Service
Team (BEST) PIN:

Enter Your Social Security
Number (SSN):

Enter Your Month and Year of
Birth:

Enter A New Benefits &
Entitlements Service
Team (EEST) PIN:

For Verification, Re-Enter
Your New Benefits &
Entitlements Service
Team (EEST) PIN:

—
[ mmy

(must he 6

digits)

(must be 6

digits)

Subrmit | Reset
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To change PIN
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CHANGE YOUR
PERSONAL IDENTIFICATION NUMBER (PIN)

Your Benefits & Entitlements Service Team (BEST)
Personal Identification Number (PIN) must be 6 digits in length and
may only contain numbers.

To change your Benefits & Entitlements Service
Team (BEST) PIN:

Enter Your Social Security l—
Number (SSN):

Enter Your Current
Benefits & l—
Entitlements Service

Team (EEST) PIN:

Enter A New Benefits &
Entitlements Service {must be &

digits)
Team (BEEST) PIN:
For Verification, Re-Enter
Your New Benefits & {must be 6
Entitlements Service digits) i

Team (BEEST) PIN:

Submit | Feset

=
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If you don’t remember the PIN, a new one must be created

3 [Employee Benefits Information System] PIN - Microsoft Internet Explorer provided by AFPC Hlﬂ ql _ & x|

JFI|E Edit  Wiew Favorites Tools  Help

J “HBack - = - @ a3 | @Search (] Favarites aH\story ‘ %- = -
Fyou do not remember your Eenefits & Entitlements Service -]

Team (BEEST) Personal Identification Number {PIN), you must
create a new PIN. Your new PIN must be 6 digits in length and may
ohly contain numbers.

To create a new Benefits & Entitlements Service
Team (BEST) PIN:

Enter Your Social li
Security Number (SSN):
Enter Your Date of Birth: [ Jd ‘]

mm-dd-yyyy]
Enter Your Service l— l— l—
Computation Date (SCD- o o
Leave): {mm-dd-yyyy)
Indicate Your Pay Plan:
Enter Your Grade:
Enter Your Step:
Enter A New Benefits
& Entitlements l—
Service Team {must be 6 digits)
(BEST)PIN:
For Verification, Re-Enter b
Your New Benefits &
Entitlements (must be 6 digits)
Service Team
(BEST)PIN:
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