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ORGANIZATION:

SCPD NUMBER:
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SUPV LEVEL CODE:
8
COMP LEVEL CODE:  
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TARGET GRADE:
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FLSA:
Exempt
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G

SENSITIVITY:
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Y
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__________________________________________________________________________________________________
CLASSIFICATION:  GG-0132-12, Intelligence Specialist

DUTY TITLE:           Counterintelligence Analyst – Data Mining

__________________________________________________________________________________________________
ORG & FUNC CODE:

1ST SKILL CODE:
       50%                   AEA              Intelligence Operations


2ND SKILL CODE:
       50%
              AEADTS
  Intelligence Operations/Data Systems

3RD SKILL CODE:
 

__________________________________________________________________________________________________

SCPD DEVELOPED AND CLASSIFIED BY:  HQ AFPC/DPCMC, 08/13/03
________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

________________________________________________________           _________________

SUPERVISOR’S SIGNATURE


                   DATE

__________________________________________________________________________________________________
PERFORMANCE PLAN CERTIFICATION:
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Reviewer
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Employee*
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*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:

The purpose of this position is: To support the Air Force Office of Special Investigation’s (AFOSI) counterintelligence mission with data mining analysis.  The position is designed to produce threat analysis related to data mining initiatives and projects involving USAF and DoD personnel, interests, and resources worldwide.  

The organizational location of this position is:  
____________________________________________________________________________________________

ORGANIZATIONAL GOALS OR OBJECTIVES:  To conduct counterintelligence investigations, operations, and analysis in efforts to identify and mitigate threats to USAF and DoD personnel, interests and resources worldwide.

____________________________________________________________________________________________
DUTY  1: 







% 
Critical

Coordinates complex counterintelligence-related data mining projects with data mining engineers to extract, transfer, prepare, process, and exploit large data repositories for counterintelligence analysis initiatives.  Uses specialized technical tools to conduct complex directed searches, link analysis, and temporal and spatial analysis of patterns of activity.  Develops and projects data, draws conclusions, and estimates probabilities based upon knowledge of current and past intelligence situations and an understanding of the significance of conditions and threats.  Presents findings and recommendations to superiors and policy makers.  Collects, interprets, and reviews intelligence community generated reports, analytical assessments, and other intelligence products in order to assess the relevance and significance of developments in his/her assigned area of responsibility.  Researches, compiles, and assimilates counterintelligence and threat information from classified and unclassified sources.  Assesses information obtained on the basis of reliability and credibility of source, the existence of corroborating intelligence, and the significance of the information.  From research and analysis, produces counterintelligence products from which senior commanders and leaders can base decisions and allocate resources.  Participates in the evaluation and testing of new analysis tools.   Coordinates and disseminates results of data mining initiatives to AFOSI field units and other DoD and intelligence community customers.  Acts as liaison between technical experts and other AFOSI analysts and special agents.  

STANDARDS:

A.  On a regular basis, effectively uses specialized technical tools to facilitate exploitation of incoming all-source information in a timely manner.

B.  Usually ensures that technological resources are utilized effectively and efficiently.

C.  Typically assimilates varied information to form accurate assessments of threat potential in a prompt manner. 

KSA: 1, 2, 3, 4, 5, 6
______________________________________________________________________________________
DUTY 2
:







% 
Critical

Conducts focused analysis in support of AFOSI counterintelligence investigations and operations in order to evaluate the significance of the information collected, extract and further disseminate relevant counterintelligence and threat information, identify operational opportunities and leads, provide guidance to case agents, and coordinate actions within the intelligence community and law enforcement community.  Identifies alternatives for solving problems which do not appear to be susceptible to treatment by generally accepted methods.  Gives professional guidance to lower level specialists and advises higher level officials and groups working on specific problems.  Performs other functions as directed, conducts self-initiated tasks, and participates in professional development in accordance with the incumbent's Individual Development Plan (IDP). 

STANDARDS:

A. Regularly maintains a thorough knowledge of AFOSI and intelligence community collection assets, requirements, initiatives and strategies on a consistent basis.   

B. With rare exception, consistently provides accurate information to AFOSI entities regarding AFOSI and intelligence community collection requirements, initiatives, strategies, and directives in a courteous and timely manner. 

C. Almost always effectively demonstrates a commitment to self-improvement and continuous learning; shows effective and measurable progress toward fulfillment of IDP requirements.

KSA: 1, 2, 3, 4, 5, 6
__________________________________________________________________________________________________
DUTY 3:








%
Critical
Represents AFOSI in USAF, DoD and national-level working groups and committees.  Prepares and presents briefings on counterintelligence matters to AFOSI, USAF, DoD, and national-level agencies.  May represent AFOSI as a recognized subject matter expert on the organization, personnel, activities, and capabilities of intelligence entities that pose a threat to the USAF.   May act as project leader in complex assignments involving counterintelligence investigations, operations and analysis.  
STANDARDS:

A. Routinely formulates, develops, and presents clear and concise briefings tailored to a specific audience. 
B. Regularly presents information clearly and appropriately to large groups.

C. Regularly uses briefing formulation and presentation technology in an effective manner.

KSA:  1, 3, 4, 5, 6

__________________________________________________________________________________________________
DUTY 4:








%
Critical
Establishes and maintains a current series of liaison contacts with DoD and national-level agencies as an expert in the field of counterintelligence.  Interaction with these contacts includes exchanging information and cooperating on matters of mutual interest.  Travels to other areas or countries to explain the needs of his/her organization or to give expert assistance.  
STANDARDS:
A. Maintains regular contact with DoD and national-level counterparts to ensure relevant information is provided to AFOSI in an accurate and timely manner.
B.  Regularly represents AFOSI and USAF in a highly professional manner.

C.  Routinely reports accurate results of studies, analyses, and evaluations to counterparts.

KSA:  2, 3, 6

__________________________________________________________________________________________________
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  
1.  Knowledge of the interplay of geographical, political, military, economic, and industrial forces in various regions of the world as well as foreign intelligence threat entities, operations, and capabilities that may be directed against USAF, DoD, and other US resources.  

2.  Knowledge of US intelligence community policies, entities, missions, resources, operations, capabilities, databases, and requirements to perform intelligence research planning, operations collection, target analysis, and other intelligence collection related activities.   

3.  Knowledge of the principles, concepts, and methodologies of intelligence analysis and research to include link analysis and database manipulation.

4.  Skill in producing finished intelligence reports and other products that are responsive to the specific needs of customers to include formulating and conducting original research; collating, organizing, and analyzing information; resolving conflicts; and presenting clear and concise findings. 

5.  Skill in handling classified data in accordance with established DoD procedures.

6.  Ability to quickly assimilate disparate data and render knowledgeable and accurate assessments of the implications of such data; and to apply facts and estimates derived from numerous sources to a variety of problems having different technical aspects. 

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor A, Essential Knowledges

 



Level  A-6
 60 Points

Must have a thorough knowledge of concepts governing the DoD counterintelligence mission.  Must be knowledgeable of the terminologies, methodologies, and research and analytical techniques as applied to highly complex assignments in counterintelligence collection and analysis and the ability to apply facts and estimates derived from numerous sources to a variety of problems having difficult technical aspects.  Must demonstrate a capability for creative thinking and resourcefulness and have the confidence and ability to conduct analysis to focus investigations and operations to problems having different collections or distribution aspects.  Must possess skill in the interpretation, evaluation, and integration of intelligence information from all sources.  Must have experience working with computer-based tools for analysis and exploitation of large data sets.  Must be knowledgeable of several intelligence collection methods and systems, their capabilities and limitations, and appropriate tasking methods.  Must be skilled in verbal and written communication techniques in order to produce professional quality reports, prepare and present briefings, and participate in meetings, working groups, and conferences at national agency and military service levels.  Must also have a knowledge of political, military, and economic affairs and history, as well as a broad knowledge and understanding of different peoples and areas in estimating and forecasting future situations.    

Factor B, Guidelines






Level B-3
50 Points

USAF, DoD and intelligence community policies, regulations, and directives are available but are not always applicable to the work or specific situation.  The incumbent uses judgment to interpret and adapt USAF, DoD, and intelligence community policies and regulations for application to specific cases or problems.  The incumbent reviews and recommends changes to existing USAF, DoD, and intelligence community policies, regulations, and directives.

Factor C, Scope of Authority and Effect of Decisions

 
Level C-3
50 Points

The incumbent is regarded as an organizational expert and makes decisions and initiates actions involving important programs and issues which affect organizational units.  Errors could lead to a waste of time and resources within the organization.  Commitments that do not involve interpretation of policy or the setting of precedents may have an adverse effect upon the activities of the assigned element.  
Factor D, Work Relationships






Level D-4
55 Pts

Effective personal and work relationships are necessary to effectively discuss complex counterintelligence issues and problems with USAF, DoD, and intelligence community personnel.   Incumbent will provide significant guidance, assistance, and interpretation of counterintelligence policies and process and obtain acceptance of proposals and initiatives from USAF, DoD, and intelligence community entities.  May be required to serve on committees that have national or international representation and implications and are concerned with matters of great international importance.  

Factor E, Supervision Received


 



Level E-4
 55 Pts

The incumbent is expected to consult with the supervisor to develop work assignments and deadlines, but the supervisor sets the overall objectives.  The incumbent plans and revises work and project schedules to meet the workload while resolving most of the conflicts that arise.  Factual and analytical content of work is generally accepted as accurate, but the supervisor is kept apprised of controversial matters and reviews finished work for effectiveness and compliance with complex instructions and guidelines.  

__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
1. Position is designated critical-sensitive and incumbent requires a TOP SECRET security clearance with access to Sensitive Compartmented Information (SCI).  A non-disclosure agreement must be signed.  

2. Incumbent is required to undergo a counterintelligence-scope polygraph examination.

3. This position has been designated by the Air Force as a Testing Designated Position (TDP) under the Air Force Civilian Drug Testing Program.  Illegal drug use by employees in sensitive position presents a clear threat to the mission of the Air Force, national security, and public safety.  
4. Overtime may be required as workload demands and in some cases with no-notice due to urgency of time-sensitive matters.  Periodic shift work may be required if assigned as a watch-standing analyst.

5. Mobility is a condition of employment.  The employee must sign an Air Force-wide mobility agreement.

6. Incumbent must possess and maintain a valid state driver’s license.  While conducting required coordination with AFOSI field units and national-level counterparts, incumbent will frequently be required to travel, by vehicle, throughout the metropolitan Washington DC area.

7. Travel by regularly scheduled commercial or military conveyance in accordance with Joint Travel regulations may be required in performance of temporary duty.   Incumbent will occasionally be required on temporary duty throughout the world including to remote locations with limited facilities.  These temporary duty assignments could range from short duration to 179 days, and longer.  While every effort will be made to schedule these assignments well in advance of the travel, travel may be required with extremely limited notice.  It is imperative incumbent have an unlimited ability to perform such travel.

8.  Experience with specialized technical tools for the exploitation of large disparate sets of data, is desired.
________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED: OPM Position Classification Standard for Intelligence Series, GS-0132, TS-28, June 1960; DoD 1400-34-M, DoD Civilian Intelligence Personnel Management System (CIPMS) Policies, dated August 1989.

GG-12 Point Range:  245-294

Total Points:  270

Grade:  GG-12

CLASSIFICATION REMARKS:  
1.  The series of this position was determined by using the OPM Classification Standard for Intelligence Series, GS-0132.  However, the grade was determined using DoD 1400-34-M.  The criteria for grading non-supervisory CIPMS positions, according to this guidance, is through the assessment of five factors.  Each factor was evaluated and assigned a degree with a point value.  All point values were added together and correspond to a grade conversion table.  The title of the position is in accordance with AF message 14 19452, dated June 91 (Civilian Intelligence Personnel Management System (CIPMS) Implementation Schedule), which states that the title for nonsupervisory intelligence jobs should be “Intelligence Specialist.”  

2.  Headquarters Air Force functional offices are active participants in development of SCPDs and unless there are significant differences in duties and responsibilities, support implementation of SCPDs to all positions in the Air Force.  SCPDs may be applied once mutually agreed upon by the supervisor and servicing classification specialist.

NOTE TO USERS:  

1.  Minor changes, including subject matter skill code shreds, may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.  

__________________________________________________________________________________________________
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