STANDARD CORE PERSONNEL DOCUMENT                                                                           Number: 9G660

AIR FORCE STANDARD CORE PERSONNEL DOCUMENT (SCPD)

ORGANIZATION:

SCPD NUMBER:
9G660
 

SUPV LEVEL CODE:
  8
COMP LEVEL CODE:
98ZA 

TARGET GRADE:
09
FLSA:
Exempt

JOB SHARE:

CAREER PROG ID:


SENSITIVITY:

BUS:


EMERGENCY ESS:

DRUG TEST:


KEY POSITION:

POSITION HIST:

 

__________________________________________________________________________________________________
CLASSIFICATION:   Information Technology Specialist (Network Services/Customer Support), GS-2210-09

DUTY TITLE:  

__________________________________________________________________________________________________
ORG & FUNC CODE:



1ST SKILL CODE:
75%
CPACMH
Programmer Analyst/Telecommunications Networks
 

2ND SKILL CODE:
25%            APMWGM
Computer Specialist/Quality Assurance 

3RD SKILL CODE:


__________________________________________________________________________________________________

SCPD DEVELOPED AND CLASSIFIED BY:  HQ AFPC/DPCMC, 09/27/02

CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.

________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

________________________________________________________           _________________

SUPERVISOR’S SIGNATURE


                   DATE

__________________________________________________________________________________________________
PERFORMANCE PLAN CERTIFICATION:

[image: image1.wmf]Rater/Supv.

Date

Reviewer

Date

Employee*

Date


*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:  

The primary purpose of this position is:  To serve as an Information Technology (IT) specialist responsible for base level assistance in the operation and maintenance of the installation’s computer network and to provide technical assistance, training, and support to customers.

The organizational location of this position is:  

__________________________________________________________________________________________________
ORGANIZATIONAL GOALS OR OBJECTIVES:   
__________________________________________________________________________________________________

DUTY 1:







%
Critical



Assists in administering the base local area network (LAN) and wide area network (WAN) for the installation.  Monitors ongoing operation of network systems to ensure hardware and software are functioning and operational standards are met.  Identifies and resolves network related problems occurring within the assigned area of responsibility.  Responds to customer requests for assistance, ensuring trouble reports are handled expeditiously.  Troubleshoots hardware, software, and LAN/WAN problems.  Reviews audit logs and trace files to identify, analyze, and isolate potential problem sources.  Identifies and determines corrective actions to be taken due to job failures not covered by established procedures.   Resolves partial system failures by providing revised applications of system operating capabilities, working through and around the problems with reduced capacity, and readjusting the system when full operating configuration is established.  Identifies applications problems; consults with programmers and operating personnel; explores applications, operating systems, hardware and software programs to pinpoint the source of problems; and initiates corrective actions in such a way as to minimize network service interruptions.  Documents results of analyses, tests, and the techniques and procedures applied in problem resolution to establish a record of activities for future use.  Promotes network security by ensuring compliance with established security plans, policies, and standards.

STANDARDS:
A.   With few exceptions, effectively participates in planning, testing, configuring, and monitoring network systems.   

B.   Almost always, provides effective network problem identification and resolution.

C.   Routinely ensures effective analysis of network performance to minimize interruptions.

KSA:  1, 2, 4, 5, 6

__________________________________________________________________________________________________
DUTY 2:







%
Critical



Assists in planning, testing, and configuring base network systems.   Participates in planning, monitoring, testing, maintaining, and operating multiple operating systems-based network platforms.  Installs, configures, and maintains network hubs, switches, routers, and servers that support LAN/WAN activities.  Optimizes and fine tunes performance and troubleshoots common to complex network problems.  Resolves connectivity and interoperability conflicts between network components.   Analyzes reliability of installed equipment and software and studies usage reports to identify and correct problems.  Assists in ensuring systems are used properly.  Identifies trends in the types and frequency of errors and recommends changes to ensure optimum effectiveness is achieved.  Develops instructions for and assists network technicians with installing, implementing, integrating, and maintaining networked systems.  Researches functional requirements of organizations and determines future needs of LAN/WAN systems to ensure hardware and software are in place and functioning properly at the time of implementation.  Analyzes network reports and equipment use and capabilities to identify potential problems to management.  Implements new systems hardware and software to support networks.  Maintains configuration oversight of the network.  Ensures components are functioning properly and that system backups are conducted to prevent loss of data.  Keeps abreast of changes in technology and applications that impact network operation.  Participates in the resolution of very complex problems by assisting more experienced specialists.  
STANDARDS: 

A.    Almost always, effectively monitors, tests, maintains, and operates network platforms.

B.    With few exceptions, accurately assesses network use and identifies trends which could impact reliability.

C.    Routinely implements new system hardware and software in a proper manner. 

KSA:   1, 2, 3, 4, 5, 6

__________________________________________________________________________________________________
DUTY 3:







%
Critical



Analyzes and resolves problems and trends.  Records problem reports as they occur to effectively track outages and types of interruptions to service and to build a knowledge base for future problem resolution.  Analyzes data to determine trends in use or performance that could lead to future problems.  Researches, evaluates, and provides feedback on problematic trends and patterns in customer support requirements.  Makes recommendations to modify manner of use, installation of upgrades, or modification of programs to provide a continuous flow of information with few interruptions.  Develops new or modified procedures for the operation of software and configuration management procedures.  Installs upgrades or modifications on customer work stations, and instructs users on new or changed procedures.  Develops computer procedures and tests for possible problems.  Maintains, interprets, and writes portions of operating and user manuals and instructions.  Coordinates efforts between network customers, system support personnel, and commercial vendors to identify and resolve network, software, and other system anomalies.  

STANDARDS:

A.  Almost always, effectively analyzes and records problems and identifies trends which could lead to future problems.

B.  With few exceptions, recommends or initiates modifications to improve system operation.

KSA:  1, 2, 4, 5, 6

____________________________________________________________________________________________

Duty 4








%
Critical

Provides customer support, assistance, training, and orientation.   Provides technical assistance to current and potential users so that LAN/WAN and other IT systems operations have few major disruptions.  Proactively interacts with users to ensure proper operation of computer systems, hardware, and software.  Demonstrates processes and provides orientation for new users.  Provides technical hands-on assistance with software installations, hardware configurations, and communication networking.  Provides instructions to customers on accessing data, processing, space utilization efficiencies, and program recovery techniques.  Consults with customers regarding potential system or program upgrades.  Develops and maintains a trouble resolution database.  Administers customer accounts and provides initial orientation to new customers.  Creates and deletes user accounts, assigns and resets passwords, and ensures firewalls are installed to decrease possibility of virus infiltration.  Creates databases, maintains applications programs, and modifies program contents to provide for new data and output when such changes do not modify the original programming logic and techniques.  

STANDARDS:
A.   Almost always provides effective and timely technical assistance to customers.  

B.    With few exceptions, accurately identifies problems and assists workgroup managers and others in their resolution. 

C.   Routinely provides effective establishment of accounts, passwords, and resolution database.

KSA:   4, 5, 6

__________________________________________________________________________________________________
RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):  
1.  Knowledge of basic LAN/WAN and system principles and practices sufficient to install, configure, and troubleshoot components.

2.  Knowledge of customer support principals, methods, and procedures for documenting problem resolutions and providing guidance and training to customers.  

3.  Knowledge of concepts and techniques required to assist in the planning, operation, and maintenance of a LAN/WAN, including the installation and implementation of enhancements. 

4.  Knowledge of the procedures and techniques necessary to gather, synthesize, and draw conclusions regarding trend analysis.

5.  Ability to analyze routine network problems and recommend solutions.

6.  Ability to communicate factual and procedural information clearly, both orally and in writing.

  ________________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required By The Position



Level 1-6
950 Points

-- Knowledge of LAN/WAN principles and practices sufficient to troubleshoot and maintain the stability of communication lines and equipment.

-- Knowledge of LAN/WAN standards and equipment sufficient to install, configure, and troubleshoot LAN and WAN components such as routers, hubs, switches, and servers. 

-- Knowledge of network principles, concepts, equipment, and tools sufficient to assist in planning and maintaining network services; to install, test, and configure workstations and peripherals; and to instruct customers in accessing network services.

-- Knowledge of configuration management concepts and life cycle management concepts sufficient to identify the need to upgrade or enhance network component capabilities in response to network problems and deficiencies.

-- Knowledge of customer support principles sufficient to receive, respond to, and ensure resolution of problems.

-- Knowledge of methods and procedures for documenting problem analysis and resolutions sufficient to maintain records of activities.

-- Knowledge of network use and maintenance sufficient to give needed guidance or training to customers to prevent problem recurrences and to assist more experienced specialists in resolving very complex problems.

-- Ability to apply troubleshooting and data analysis methods to resolve operating problems.

-- Ability to write portions of user manuals and instructions.

-- Ability to communicate effectively, both orally and in writing.

Factor 2, Supervisory Controls





Level 2-3
275 Points

The supervisor makes assignments by defining objectives, priorities, and deadlines; discusses possible problem areas and provides assistance with unusual situations where previous precedents are unclear.  The employee independently plans and carries out the successive steps and handles problems and deviations in the work assignment in accordance with instructions, policies, previous training, or accepted practices in the occupation.  Completed work is evaluated for technical soundness of solutions achieved, adherence to deadlines, appropriateness, and conformity with policy and security program requirements.  Specific methods or techniques used in achieving solutions are usually not reviewed in detail.

Factor 3, Guidelines






Level 3-3
275 Points

Guidelines consist of a wide variety of reference materials and manuals; however they are not always directly applicable to the problem and may have gaps in specificity.  Precedents are available outlining the preferred approach to more general problems or issues.  The employee is responsible for determining applicability, to adapt as necessary, and research additional options.  The employee is relied upon to select the appropriate techniques for accomplishing required tasks and interpreting regulation and policy documents to meet objectives.

Factor 4, Complexity






Level 4-3
150 Points

The work involves monitoring the ongoing operation of local and wide area networks to ensure systems function properly and meet optimal performance standards.  The employee provides initial user orientation, diagnoses and resolves problems, executes system backups, and ensures installed applications will function within the established network environment.  The employee responds to all types of customer trouble calls, analyzes the source of the problem, and either resolves the problem or recommends changes in applications which will remedy the problem.  The work involves determining the reliability of network components, ensuring users are applying proper techniques in using the system, and taking necessary actions to minimize interruption of service.  Work is complicated by the need to ensure network availability, the need to implement changes to configurations, and the responsibility for troubleshooting problems.  The employee must coordinate efforts to ensure compliance with applicable policies.  In addition, must provide customer assistance to support a wide range of applications running on a variety of platforms.  

Factor 5, Scope and Effect





Level 5-3
150 Points

The work involves installing, configuring, and maintaining network hubs, switches, routers, and servers that support a LAN/WAN.  The employee is required to optimize and fine tune performance, troubleshoot problems ranging from common to complex, and evaluate and recommend upgrades and enhancements to the current network infrastructure.  The work also involves monitoring operation of networks, troubleshooting interruptions, and restoring normal operations with minimal interruption.  In addition, the work involves responding to customer trouble reports, providing assistance in the effective use of a wide range of applications, and developing instructions which will enable users to operate systems optimally.  The work supports efforts to continually enhance network efficiency and reliability as well as providing customers with assistance in the effective use of a wide range of applications. 

Factor 6, Personal Contacts





Level/Points (See Factor 7)

Contacts include employees and managers both inside and outside the immediate office or related units, as well as employees, and representatives of commercial vendors, in moderately structured settings.   Contacts are primarily with employees at other operating offices at the same location but may include personnel from higher headquarters or other installations.

Factor 7, Purpose of Contacts





Level 6/7-2B
  75 Points

The purpose of contacts is to plan, coordinate, or advise on work efforts, to resolve issues or operating problems by influencing or persuading people who are working toward mutual goals and have basically cooperative attitudes.  Contacts typically involve identifying options for resolving problems.

Factor 8, Physical Demands





Level 8-1
    5 Points

The work is sedentary.  Some work may require walking and standing in conjunction with travel and attendance at meetings and conferences away from the work site.  Some employees may carry light items such as papers, books, or small parts, or drive a motor vehicle.  The work does not require any special physical effort.

Factor 9, Work Environment





Level 9-1  
    5 Points

The work area is adequately lighted, heated, and ventilated.  The work environment involves everyday risks or discomforts that require normal safety precautions.  Some employees may occasionally be exposed to uncomfortable conditions. 

__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
1.  The employee must obtain and maintain an appropriate security clearance.

2.  Work may occasionally require travel away from the normal duty station.

3.  The employee may be required to travel on military and commercial aircraft.

4.  Overtime may be required.

_________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARDS USED:  OPM Job Family Position Classification Standard for Administrative Work in the Information Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series, dated May 2001; OPM Computer Clerk and Assistant Series, GS-0335, dated February 1980; OPM Classification Appeal Decisions C-0335-09-02 and C-0335-10.01 dated July 17, 2001.

CLASSIFICATION REMARKS:  

Title and Series Determination: 

This position has a two-fold purpose:  to assist in administering and maintaining IT networks, and to provide base wide customer support services.  The OPM PCS for Administrative Work in the Information Technology Group, GS-2200, covering the Information Technology Management, GS-2210 Series defines a LAN as a computer network designed to share data and resources among several computers.  Most LANs are confined to a single building or group of buildings.  A group of LANs connected in this way is called a wide area network (WAN).  Positions covered by the GS-2210 Series include two-grade interval positions for which the paramount requirement is knowledge of Information Technology (IT) principles, concepts, and methods.  IT includes systems and services used in the automated acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, assurance, or reception of information.  Information technology includes computers, network components, peripheral equipment, software, firmware, services, and related resources.  It is noted in the classifications appeals cited above that some GS-0335 Computer Assistants perform duties similar to those assigned to entry and trainee level computer specialist positions.  The cited appeals clearly state that, although the appellants administer the operation of a data system, they are not involved in the planning, design, or development of a system typical of GS-2210, Information Technology Specialist.  The level of complexity of smaller LANs monitored by the Computer Assistant is limited and does not meet the level of complexities addressed in the GS-2210 series which, as in this position, is typically found at the base level or higher. 

According to the 2200 Job Family Standard, monitoring the operation of small network systems is work specifically excluded from the GS-2210 series.  The duties of this position involve planning, developing and assisting in administering base wide networks; testing, analyzing, and troubleshooting those systems, and ensuring network systems meet organizational requirements.  This clearly places this position in the GS-2210 series.  This position applies knowledge of computer network systems to install and manage system components and to perform oversight responsibilities to ensure services are smooth flowing and have minimal interruptions.  The position performs a number of the activities outlined in the standard for Network Specialists:  it participates in analyzing and defining network requirements; defining and maintaining network architecture and infrastructure; configuring and optimizing network servers, hubs, routers, and switches; monitoring network capacity and performance; diagnosing and resolving network problems; developing network backup and recovery procedures; and installing, testing, maintaining, and upgrading system software.  In addition, the position carries out a variety of customer support functions such as diagnosing and resolving problems in response to customer reported incidents; researching, evaluating, and providing reports on trends and patterns in customer support requirements; installing, configuring, troubleshooting, and maintaining customer hardware and software; developing customer support procedures and documentation; and providing customer training.  The position’s Customer Support duties reflect the type of planning, development, and administration which are consistent with the GS-2210 series as described in the referenced appeals.  The incumbent must apply knowledge of IT principles, concepts and methods in carrying out these duties; therefore, with both the Network and Customer Support duties of this position performing information technology specialist duties, it is properly classified in the GS-2210 series.  The GS-2210 standard prescribes the title of Information Technology Specialist for all covered positions, and allows for ten specialties which are used as parenthetical titles if requirements are met.  This position has responsibilities both in Network Services and Customer Support; both having equal importance and performing at the same grade level.  In such cases, the standard permits the use of two specialties as parenthetical titles.  The appropriate title for this position is Information Technology Specialist (Network Services/Customer Support).  

Grade Level Determination:   

The GS-2200 Job Family Position Classification Standard for Administrative Work in the Information Technology Group provides grading criteria for the GS-2210 series using the Factor Evaluation Format.  Those factors are assigned as follows:    
FL 1-6/950; 2-3/275; 3-3/275; 4-3/150; 5-3/150; 6/7-2B/75; 8-1/5; 9-1/5

GS-09 1855-2100 Point Range:  

Total Points:  1885

Grade:  GS-09

Final Classification:  Information Technology Specialist (Network Services/Customer Support), GS-2210-09

NOTE TO USERS:  This SCPD is intended for positions in the SC functional community.  Minor changes, including subject matter skill code shreds, may be made to fit local requirements as long as the changes do not affect the classification or staffing patterns of this SCPD.

__________________________________________________________________________________________________
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