-----Original Message-----

From: MSIMA(n) 

Sent: Friday, June 28, 2002 3:17 PM

To: ML 7309(n); ML 10607(n); ML ALPERSCOM(n); ML ALMAJCOM(n)

Cc: DPRC(n); REP(n); DP(n)

Subject: COMMON ACCESS CARD (CAC) AND ID CARD ISSUES--JUN 02

Importance: Low

UNCLAS

A/75
B/84

282115Z JUN 02

FROM:  HQ AFPC RANDOLPH AFB TX//DPS//

TO:  ML 8106

     ML 7309

     ML 10607

     ML ALPERSCOM

     ML ALMAJCOM//FOA/SC//

INFO:  HQ USAF WASHINGTON DC//DPRCL/REP//

       ANG CRYSTAL CITY VA//DP//

SUBJECT:  COMMON ACCESS CARD (CAC) AND ID CARD ISSUES--JUN 02

REF OUR 241640Z JAN 02

1.  THIS MSG PROVIDES AN UPDATE ON A VARIETY OF CAC-AND ID-CARD RELATED ISSUES.  MORE INFORMATION MAY BE FOUND AT:  WWW.AFPC.RANDOLPH.AF.MIL/DEERS/

2.  THE FOLLOWING INFORMATION IS PROVIDED:

A.  CAC CARDSTOCK.  THE DEMAND FOR THE CAC CARDSTOCK BY THE UNIFORMED SERVICES TEMPORARILY EXCEEDS IMMEDIATE SUPPLY.  CAC CARDSTOCK SHORTAGES ARE DUE IN PART BY THE SERVICES' MASS ISSUING EFFORTS TO SATISFY THE DODCIO/USD (P&R) ISSUANCE MANDATE OF OCT 03.  DUE TO INITIAL RAPIDS HARDWARE PROBLEMS, NETWORK STABILITY DIFFICULTIES AND CERTIFICATE AUTHORITY STABILITY, MORE CARDS WERE RETURNED FOR ISSUE PROBLEMS THAN WERE EXPECTED.  THESE EVENTS AND AN UNEXPECTED INVENTORY PIPELINE SITUATION LED THE DEFENSE MANPOWER DATA CENTER (DMDC) TO MORE CLOSELY MANAGE AVAILABLE INVENTORY.  STANDING CAC RAPIDS SITES NOT APPROVED FOR MASS ISSUE ARE LIMITED TO PRE-CAC (RAPIDS 5X) ATTRITION INVENTORY--AVERAGE MONTHLY ATTRITION USAGE PRIOR TO CAC IMPLEMENTATION.  THE GOAL IS TO GET BACK ON COURSE AS QUICKLY AS POSSIBLE.  DMDC SENT ALL RAPIDS SITES LAMINATED "TIP" SHEETS TO HELP ELIMINATE COMMON MISTAKES.  EVERY EFFORT IS BEING MADE TO CORRECT THE DEFICIENCIES AND OBTAIN SUFFICIENT INVENTORY TO MEET SUSTAINMENT AND SERVICE-IDENTIFIED MASS ISSUANCE REQUIREMENTS BY MID-JULY.

B.  SURVEY FOLLOW-UP.  EARLIER THIS YEAR, WE SURVEYED MPFS AND ASKED THREE YES OR NO QUESTIONS:  (1) DOES YOUR MPF HAVE SUFFICIENT MANPOWER TO SUPPORT THE CURRENT NUMBER OF RAPIDS WORKSTATIONS PRESENTLY ASSIGNED? (2) DOES YOUR MPF HAVE SUFFICIENT FLOOR SPACE TO SUPPORT ADDITIONAL TEMPORARY RAPIDS WORKSTATIONS? (3) CAN YOUR MPF SUPPORT TEMPORARY CONTRACTOR HELP OR A MOBILE REGISTRATION UNIT (MRU) TO MASS ISSUE CAC TO YOUR LOCAL CONSTITUENCY?  BASED ON THOSE RESPONSES, THE AF PUBLIC KEY INFRASTRUCTURE (PKI) SERVICE PROJECT OFFICE (SPO) DEVELOPED A PLAN THAT WOULD HELP PROVIDE CONTRACTOR SUPPORT TO FILL VACANT RAPIDS WORKSTATIONS; ADD TEMPORARY RAPIDS WORKSTATIONS WITH CONTRACTOR SUPPORT; OR, SCHEDULE THE MRU TO LARGE-POPULATION LOCATIONS.  BECAUSE THE CAC IS DESIGNATED AS THE PRIMARY TOKEN TO SUPPORT PKI, THE AF PKI SPO IS AUGMENTING THE ISSUANCE OF CAC TO ALL ELIGIBLE PERSONNEL BY OCT 03 VIA MRU AND LOCALLY HIRED VERIFYING OFFICIALS (VOS).  WHEN THE AF PKI SPO CONTACTS MPFS, SOME NOW INDICATE THEY HAVE NO VACANT RAPIDS WORKSTATIONS OR NO FLOOR SPACE TO SUPPORT TEMPORARY WORKSTATIONS, CONTRARY TO THEIR INITIAL RESPONSE.  THE AF PKI SPO IS COMMITTED TO ISSUING 80% OF THE CAC NECESSARY TO MEET THE OSD MANDATE.  THEREFORE, EVERY EFFORT SHOULD BE MADE TO SUPPORT THEIR MASS ISSUE PLANS.

C.  ESTABLISHING TROUBLE TICKETS.  IN A RECENT E-MAIL, WE ASKED CAC-ISSUING RAPIDS SITES TO ESTABLISH TROUBLE TICKETS WHEN RAPIDS EQUIPMENT MALFUNCTIONS OR COMMUNICATIONS INFRASTRUCTURE PROBLEMS OCCUR.  WE ALSO ASKED THAT WHEN CAC ISSUANCE ROUTINELY REQUIRES MORE THAN 12-15 MIN, TO REPORT THE INFORMATION TO THE DEERS/RAPIDS ASSISTANCE CENTER (DRAC) FOR METRIC TRACKING.  WITHOUT REFERENCE TO A SPECIFIC TROUBLE TICKET, WE ARE OFTEN UNABLE TO PROVIDE ADEQUATE FOLLOW-UP ASSISTANCE.  OVER TIME, OUR CULTURE HAS BEEN A HIGH THRESHOLD OF TOLERANCE FOR EQUIPMENT OR SYSTEMS FAILURE WITHOUT REPORTING THOSE DEFICIENCIES TO THE DRAC.  IF WE ARE TO IMPROVE OUR BUSINESS PROCESS, WE MUST BE VIGILANT TO REPORT ALL DEFICIENCIES AND ENSURE A TROUBLE TICKET IS ASSIGNED.

D.  LOADING ACCESSIONS.  AS SOME HAVE ALREADY DISCOVERED THROUGH UPGRADE OF THE NEW 6.0.3. RAPIDS SOFTWARE, VOS NO LONGER HAVE THE CAPABILITY TO LOAD ACTIVE DUTY OR RETIRED RECORDS INTO THE DEERS DATABASE.  THIS CHANGE DOES NOT IMPACT THOSE ALREADY REFLECTED IN DEERS.  THIS CHANGE DOES NOT PREVENT VOS FROM UPDATING A GUARD OR RESERVE STATUS TO ACTIVE DUTY.  NEW ACCESSION UPDATES TO DEERS CAN ONLY BE DONE BY THE SPO OR DMDC, DEERS SUPPORT OFFICE (DSO).  IF NOT USING DSO, THE RESPECTIVE PARENT SERVICE DEERS/RAPIDS PROJECT OFFICE WILL COMPLETE THE UPDATES FOR THEIR OWN SERVICE MEMBERS.  FOR THE SPO OR DSO TO COMPLETE THE UPDATE, RAPIDS SITES MUCH FAX THE SOURCE DOCUMENT(S) ESTABLISHING THE AD STATUS AND INCLUDE, AS A MINIMUM, THE GENDER, VERIFIED DATE OF BIRTH AND MARITAL STATUS.  IF THE RESPECTIVE SPO CANNOT BE REACHED, PROVIDE THE INDIVIDUAL THE PHONE NUMBER AND HAVE THEM WORK WITH THAT SPO DIRECTLY.  ADVISE THE INDIVIDUAL TO HAVE THE APPROPRIATE DOCUMENT(S) ESTABLISHING THEIR AD STATUS HANDY WHEN THEY MAKE THE CALL.  GUIDANCE ON ACCEPTABLE SOURCE DOCUMENTATION IS PRESCRIBED IN AFI 36-3026(I), ATTACHMENT 5.

E.  SERVICE COMPONENT REPRESENTATIVES ARE LISTED: 

ARMY 703-325-4525, DSN 221-8941/0202; HINESJ@HOFFMAN.ARMY.MIL

NAVY 901-874-3466, DSN 882-3466; P332@PERSNET.NAVY.MIL

AIR FORCE 210-565-2089, DSN 665-2089/2467; DEERS@AFPC.RANDOLPH.AF.MIL

MARINE CORPS 703-784-9529, DSN 278-9529; REITERNL@MANPOWER.USMC.MIL

COAST GUARD 202-267-2257; CRAPP@COMDT.USCG.MIL

PUBLIC HEALTH SERVICE 301-594-3393; NCHICHESTER@PSC.GOV

NATIONAL OCEANIC ATMOSPHERIC ADMINISTRATION 301-713-3453 (EXT 102)

ARMY NATIONAL GUARD 703-607-9194, DSN 327-9194

ARMY RESERVE:  SEE ARMY PO.

NAVY RESERVE 504-678-6133, DSN 678-6133; EKART@CNRF.NOLA.NAVY.MIL

AIR NATIONAL GUARD 703-607-3920, DSN 327-3920

AIR FORCE RESERVE 703-588-6002, DSN 425-6002

MARINE CORPS RESERVE 504-678-5604, DSN 678-5604

F.  CHIPLESS CAC CARD (A.K.A. SLUGS).  THERE ARE ONLY TWO AUTHORIZED USES FOR THESE CARDS:  (1) TO TEST OR CLEAN YOUR EQUIPMENT, OR: (2) AS A LAST RESORT, TO ISSUE AN ID CARD WHEN YOU HAVE NO COMMUNICATIONS CONNECTIVITY AND THE INDIVIDUAL MUST HAVE AN ID CARD ISSUED.  AS YOU KNOW, THESE CARDS HAVE NO CERTIFICATES AND CANNOT BE ISSUED FOR MORE THAN 280 DAYS.  A SAMPLE SCENARIO WOULD BE:  IT IS SATURDAY, AN INDIVIDUAL IDENTIFIED FOR DEPLOYMENT AND DEPARTING IMMEDIATELY LOST HIS/HER ID CARD AND THE COMMUNICATIONS NEEDED TO ISSUE THE CAC ARE NOT AVAILABLE.  RESULT:  YOU ISSUE A CHIPLESS CARD.  YOU MUST ALSO ISSUE THIS CARD FOR THE MINIMUM TIME REQUIRED TO ACCOMMODATE THE NEED FOR IDENTIFICATION.  AS SOON AS THE INDIVIDUAL HAS THE OPPORTUNITY TO ACQUIRE A CAC WITH APPROPRIATE CERTIFICATES, HE/SHE MUST DO SO.  WE APPRECIATE THAT VOS VISUALIZE GREAT SAVINGS CAN BE MADE AND LIMITED CAC CARDSTOCK ENHANCED THROUGH USE OF CHIPLESS CAC; HOWEVER, CAC ELIGIBLES MUST HAVE A CAC WITH CERTIFICATES AS THERE IS NO AUTHORITY TO ISSUE THE CHIPLESS CARD EXCEPT FOR THOSE REASONS CITED ABOVE.

G.  TRANSITION ASSISTANCE PROGRAM AND ID CARDS.  (1) THE FORMER TRANSITION ASSISTANCE PROGRAM (TAP) BENEFITS WERE NOT EXTENDED BEYOND 31 DEC 2001 UNDER THE FISCAL YEAR 2002 NATIONAL DEFENSE AUTHORIZATION ACT (NDAA), AS DEFINED IN PUBLIC LAW 107-107, EFFECTIVE 28 DEC 2001.  THE OASD POLICY MEMORANDUM, EXPIRATION OF CERTAIN FORCE MANAGEMENT AUTHORITIES, DATED 14 FEB 2002, FURTHER CLARIFIED THE PROGRAM AUTHORITIES THAT WERE NOT RENEWED.  THIS MEMO CAN BE FOUND ON THE DEERS/RAPIDS WEBSITE AT:  WWW.AFPC.RANDOLPH.AF.MIL/DEERS/RESOURCE/LETTERS/TA%20BENEFIT.DOC

PUBLIC LAW 107-107 AUTHORIZES A 60/120 DAY MEDICAL TRANSITION BENEFIT ONLY FOR THOSE MEMBERS SEPARATING INVOLUNTARILY WITH AN HONORABLE CHARACTER OF SERVICE AND WITH AN AUTHORIZED SEPARATION PROGRAM DESIGNATOR.  THOSE DETERMINED AS ELIGIBLE WITH LESS THAN 6 YEARS TAFMS RECEIVE 60 DAYS MEDICAL CARE; THOSE WITH MORE THAN 6 YEARS TAFMS RECEIVE 120 DAYS OF MEDICAL CARE.  THE FY02 NDAA DID NOT CONTINUE COVERAGE FOR FAMILY MEMBERS.  (2) ON 12 JUN 2002, OSD SERVED NOTICE IN THE FEDERAL REGISTERY THAT A WORLDWIDE TRICARE TRANSITIONAL HEALTH CARE DEMONSTRATION PROJECT TO PROVIDE HEALTH CARE FOR DEPENDENTS OF THE TA QUALIFIED SEPARATING MILITARY MEMBERS.  INFORMATION TO THE FIELD IS FORTHCOMING AND PROCEDURES AND  DEERS/RAPIDS  SOFTWARE ADJUSTMENTS  ARE BEING WORKED TO ACCOMMODATE THE PROGRAM.  (3) SPONSORS AND THEIR ELIGIBLE FAMILY MEMBERS WHO QUALIFIED FOR TRANSITION BENEFITS UNDER THE PREVIOUS AUTHORITY THROUGH 31 DEC 2001 REMAIN ELIGIBLE FOR ALL BENEFITS UNTIL EXPIRATION.

H.  DD FORM 1172-2, APPLICATION FOR DEPARTMENT OF DEFENSE COMMON ACCESS CARD--DEERS ENROLLMENT AND CONTRACTORS.  INSTRUCTIONS ARE CHANGED FOR COMPLETION OF THE DD FORM 1172-2 AND ISSUANCE OF COMMON ACCESS CARDS TO FEDERAL EMPLOYEES NOT IN THE DEERS DATABASE AND ELIGIBLE CONTRACTOR EMPLOYEES.  THESE INSTRUCTIONS SUPERCEDE OUR 151302Z MAY 01 MESSAGE, SUBJECT:  ISSUANCE OF COMMON ACCESS CARD (CAC) TO FEDERAL EMPLOYEES NOT IN THE DEERS DATABASE AND ELIGIBLE CONTRACTOR EMPLOYEES.  TWO ISSUES WERE READDRESSED WITH DOD:  (1) THE REQUIREMENT FOR PLACING THE SSN OF THE VERIFYING/AUTHORIZING OFFICIAL IN BLOCK 40 OF THE DD FORM 1172-2; AND, (2) DESIGNATION OF A VERIFYING/AUTHORIZING OFFICIAL FOR CONTRACTOR EMPLOYEES.  PROVIDING THE SSN IN BLOCK 40 REMAINS MANDATORY FOR THE VERIFYING/AUTHORIZING OFFICIAL SIGNING IN BLOCK 46; HOWEVER, THE MATTER REMAINS UNDER REVIEW BY OSD.  PARA 5(B)(2) AND (3) OF THE REF MSG ARE DELETED.  FURTHER REFERENCES TO THE BASE CONTRACTING OFFICE (BCO) ARE REPLACED WITH THE FOLLOWING:  THE VERIFYING/AUTHORIZING OFFICIAL MAY BE THE (1) CONTRACTING OFFICER REPRESENTATIVE (COR), (2) QUALITY ASSURANCE EVALUATOR (Q&E), (3) CONTRACTING OFFICER TECHNICAL REPRESENTATIVE (COTR), (4) THE DESIGNATED CONTRACTING OFFICER (CO) ASSIGNED TO THE INSTALLATION CONTRACTING OFFICE, OR (5) THE INSTALLATION'S DESIGNATED REPRESENTATIVE.  NOTE:  THE OFFICIAL MUST BE EITHER A MEMBER OF THE UNIFORMED SERVICES OR A FEDERAL EMPLOYEE.  THESE INDIVIDUALS MUST BE DESIGNATED BY A COMPLETED DD FORM 577, SIGNATURE CARD OR SIGNATURE MEMORANDUM WHICH MUST BE ON FILE AT THE ISSUING FACILITY.  AS VERIFYING/AUTHORIZING OFFICIALS, THESE INDIVIDUALS WILL NOW WITNESS THE CONTRACTOR EMPLOYEE'S SIGNATURE ON THE DD FORM 1172-2.  OFFICIALS DESIGNATED TO AUTHORIZE OR VERIFY THE DD FORM 1172-2 ARE RESPONSIBLE FOR THE ACCURACY OF THE DATA ON THE FORM AND MUST SUBSTANTIATE THE DATA THROUGH APPROPRIATE DOCUMENTATION.  THE ISSUING OFFICIAL MUST VERIFY THAT THE INDIVIDUAL WHO DOES SIGN IN BLOCK 46 IS AUTHORIZED TO DO SO VIA THE DD FORM 577 OR MEMORANDUM ON FILE.  NOTE:  THE INVOLVEMENT OF THE BCO/CO IS NO LONGER REQUIRED FOR EACH CONTRACTOR EMPLOYEE APPLICATION.  THIS IS INCORPORATED IN THE DD FORM 1172-2 INSTRUCTIONS AND IN THE CAC AFI BEING DRAFTED.

I.  REFRESHER ISSUES.  (1) RELOCATION.  WE EXPLAINED RELOCATION OF RAPIDS EQUIPMENT WOULD NOT BE CONSIDERED IN CONJUNCTION WITH UPGRADE OR WHILE THE CAC INSTALLATION WAS UNDERWAY UNLESS THERE IS AN EMERGENCY.  AN EMERGENCY WOULD BE A NATURAL DISASTER OR MANDATORY SHORT-NOTICE MOVE TO ANOTHER FACILITY BECAUSE OF ASBESTOS DISCOVERY, ETC.  WE CONTINUE TO RECEIVE ROUTINE REQUESTS.  (2) CITIZENSHIP.  THE VO, CURRENTLY OPERATING RAPIDS EQUIPMENT IN OUR MPF CUSTOMER SERVICE ELEMENTS, WILL ALSO BECOME A LOCAL REGISTRATION AUTHORITY (LRA) AS A RESULT OF PKI REQUIREMENTS.  THE VOS/LRAS ARE AUTHORIZED TO GENERATE AND REVOKE PKI CERTIFICATES EMBEDDED IN THE CAC CHIP.  CONSEQUENTLY, VOS/LRAS WHO ISSUE CAC MUST BE US CITIZENS WHO HAVE NOT, FOR REASONS OF NEGLIGENCE OR NON-PERFORMANCE OF DUTY, BEEN PREVIOUSLY REMOVED FROM VO/LRA DUTIES, HAVE NOT BEEN DENIED A SECURITY CLEARANCE, HAD A SECURITY CLEARANCE REVOKED OR BEEN CONVICTED OF A FELONY OFFENSE.  MEMBERS ASSIGNED TO CUSTOMER SERVICE ELEMENTS WHO DO NOT MEET CITIZENSHIP OR OTHER SECURITY CONDITIONS OUTLINED ABOVE WILL BE ABLE TO CONTINUE ISSUING TESLIN ID CARDS BUT UNABLE TO ISSUE THE CAC.  WE IDENTIFIED NON-US CITIZENS ASSIGNED AS VERIFYING OFFICIALS TO MPFS AND ASKED THAT THEY CONTINUE TO CAREFULLY SCREEN NEWLY GAINED OR PRESENTLY ASSIGNED PERSONNELISTS TO ENSURE THE CRITERIA ARE MET.  (3) DELAYED ENLISTMENT PROGRAM (DEP) ENLISTEES.  DEP ENLISTEES ARE NOT, REPEAT NOT, AUTHORIZED AN ID CARD WHILE IN DEP STATUS.  THE ASSISTANT SECRETARY OF DEFENSE (ASD) MEMO DATED 12 JAN 1991, SUBJECT: POLICY FOR IDENTIFICATION OF DELAYED ENTRY PERSONNEL (DEP) WHEN USING MORALE WELFARE AND RECREATION (MWR) ACTIVITIES AND ARMED SERVICES EXCHANGE OPERATIONS, ESTABLISHES UNIFORM PROCEDURES UNDER WHICH DEP PERSONNEL USING MWR AND EXCHANGE FACILITIES CAN BE IDENTIFIED.  IT STATES: "IN LIEU OF ISSUING DEP PERSONNEL AN ARMED FORCES IDENTIFICATION CARD, DEP PERSONNEL WILL PRESENT APPROPRIATE MWR AND EXCHANGE PERSONNEL A COPY OF THEIR ENLISTMENT CONTRACT (DD FORM 4) IDENTIFYING THEM AS PART OF THE DEP PROGRAM, TOGETHER WITH A PICTURE ID (E.G., DRIVER'S LICENSE) TO USE MWR PROGRAMS AND EXCHANGE OPERATIONS."  THERE IS NO CHANGE TO THIS MEMO AUTHORIZING ANY ARMED FORCES/UNIFORMED SERVICES ID CARD TO DEP PERSONNEL.

3.  FOR MORE INFORMATION, PLEASE CONTACT THE FOLLOWING OFFICES OF PRIMARY RESPONSIBILITY:  DEERS/RAPIDS: HQ AFPC/DPSFR, DSN 665-2089/2467; CONTRACTING: SAF/AQCO, DSN 425-7026; PKI: AF/XICC, DSN 425-2776.

//SIGNED//

MICHAEL A. SCHIEFER, COL, USAF

DIRECTOR OF OPERATIONS
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