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TALKING PAPER
ON
COMMON ACCESS CARD (CAC)
-  DEPSECDEF 10 Nov 99 memo directed implementation of a Smart Card technology in form    of a Common Access Card  (CAC)

   --  CAC enables physical access to buildings, incorporates Public Key Infrastructure (PKI)  technology and serves as an identification (ID) card 

        --- Issued to all active duty, guard, and reserve members, DoD civilians and certain contractors; no current requirement to issue to other categories

-  CAC replaces many different plastic cards presently carried for a variety of purposes;     contains two bar codes, a magnetic strip and an embedded 32-Kbyte chip

   --  Embedded chip contains basic ID data, and PKI certificates; PKI ensures confidentiality, integrity, authenticity and non-repudiation in electronic communications

-  CAC upgrade began 14 May 01; completed 31 May 03; 951 RAPIDS sites world-wide 

   --  Only remaining non-CAC sites are BMT/USAFA; both will be accommodated by a Central Issuing Facility (CIF) operated by DMDC;  new process expected to stand up Oct 04 

-  MPFs are delivering CAC to all eligibles on first-come, first serve basis; mass issue contractor support provided by the AF PKI SPO completed 31 Mar 04; stats a/o 1 Apr 04:  
· LOCATION

NBR OF CAC ISSUED
POPULATION*
COMPLETION%

AF


709,983

     806,141


88** 

DoD

         2,930,243

  3,457,975


85
       * Denotes all assigned AD, ANG, AFRes, DoD civilians & contractors                                                                                                                                                                                                                                                                                  ** AF completion rate is 95% without contractors; AF leads other Services                                                                                     

· There are no cardstock shortages; cardstock is carefully controlled to prevent hoarding
· DISA continues to improve infrastructure reliability--average CAC processing time 11-12 Min;  system “up-time” remains stable  
· Members without valid, unterminated CAC are identified to MPFs and commands weekly; local Site Security Managers (SSMs) have access
· CAC implementation nearing completion; AF expected to meet DepSECDEF mandate (Apr 04); emphasis quickly moving from CAC delivery to PKEnablement   

G. Hoback, GS-13/HQ AFPC/DPSFCR/DSN 665-2089/16 April 2004
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