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SCOTT AIR FORCE BASE ILLINOIS

26 Jun 01
MEMORANDUM FOR AFCA/SYS

FROM: AFCA/GCI

SUBJECT: Final SPCA determination for Real-Time Automated Personnel Identification System
(RAPIDS) Ver 6

1. GClreviewed the System Security Authorization Agreement (SSAA) the RAPIDS. The
following documents were reviewed for this assessment and comprise the required security
documentation for RAPIDS:

SSAA Sections 1-7 Ver 6.0

Appendix D, Security Requirements & Requirements Traceability Matrix

Appendix E, Information System Security Policy

Appendix F, Security Requirements Traceability Matrix

Appendix G, Certification Test and Evaluation Plan and Procedures

Appendix H, Security Test and Evaluation Plan and Procedures

Appendix P, Test and Evaluation Reports

Appendix Q, Residual Risk Assessment Results

Appendix S, Security Standard Operating Procedures

2. The GCI security policy compliance assessment uses a different philosophy than the Network
Risk Assessment (NetRA). It is an in-depth review of the system’s adherence to published policy,
procedures, and standards. Failure to document compliance or a systems non-compliance with
established policy, procedures, and standards can result in a higher security risk rating than that
produced by TC’s NetRA. A NetRA has been conducted on RAPIDS.

3. Based on our review of the program office answers to previous concemns, GCI recommends that
a conditional Certificate of Networthiness (CoN) for RAPIDS Version 6 be issued for with the
following conditions:

a. Update SSAA with an attachment or addendum of the Air Force specific concerns
identified on the initial SPCA within 180 days.

b. RAPIDS program office must complete their migration to an IPSEC compliant/FIPS 140-
1 validated replacement for PPTP, by 1 Jan 03.
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