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MEMORANDUM FOR
HQ AFPC/DPSFR

FROM:
12th MSS/DPMPS
550 H. Street West, Suite 37
Randolph AFB TX 78150-4739


SUBJECT:
Common Access Card (CAC) Preparation Checklist and Information

The following actions have been completed and forwarded to your office for further disposition.

PREPARATION ISSUES                  

  Did your RAPIDS site receive:

    120-Days: Memo from the Defense Management Data Center prior to       

	YES
	NO

	
	

	
	

	
	


    installation? Did this Memo include:                                     

· Photograph of the RAPIDS 6.X system?
· A Flyer explaining CAC?
· Video entitled, understanding Public Key Infrastructure?
	YES
	NO

	
	

	
	


    90-Days: Memo from DMDC prior to installation?  Did this Memo include:

· RAPIDS 6.X Site Responsibilities Checklist?

· 90-day Memo to send to the commander?

	YES
	NO

	
	

	
	

	
	


    60-Days prior to implementation:

· Communications Surveys for completion by network engineers?

· Memo Emailed to the site communications POC?  

· Did this Email include a handout: 

-- RAPIDS CAC: Purpose, Components, and Communication

-- RAPIDS Version 6 Communications Responsibility Checklist

	YES
	NO

	
	


45-Days: Phone call completed by DEERS/RAPIDS Assistance Center 

 (DRAC)? 

· Did the phone call discuss the above documents and were you  

            asked if the site was prepared to accept RAPIDS 6.X?

	YES
	NO

	
	

	
	

	
	


    30-Days: Memo from DMDC prior to installation?  Did this Memo include: 

· RAPIDS Version 6 Fourteen Days-Out Site Installation Checklist

· RAPIDS Version 6 CAC installation Do’s and Don’ts

 14-Days: Phone call from DRAC to ensure the installation is prepared?

	YES
	NO

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	


            Is your RAPIDS site ready:
- Did you know two Site Security Managers (SSMs) must be identified in the    

event one SSM becomes unavailable?

- Will you need or do you have furniture in place to accommodate 

additional equipment? 

- Have you contacted DRAC before team arrival on malfunctioning equipment 

to ensure all the assigned RAPIDS equipment is functional?

- Have your CAC equipment consumables (which should arrive before installation) been properly secured in a locked cabinet?

- Have you reviewed the RAPIDS Security Standard Operating Procedures 

(SOP) on CD?

- Have you reviewed all of the information regarding CAC at:

https://www.afpc.randolph.af.mil/deers/ - CAC tab?

            - Do you have a copy of the 15 May 01 AIG message regarding enrollment of

            contractors in DEERS and issuance of CAC?

     
- Has CAC been adequately advertised by local Public Affairs?


- Have arrangements been made to ensure that initial CAC recipients are those

            who will come into contact with CAC first such as the Security Forces?

- Are you aware that every CAC that is damaged or fails and must be reissued to members and will be carefully controlled and returned to DMDC?

	YES
	NO

	
	

	
	

	
	

	
	

	
	

	
	



Communication issues to be aware of and accomplish:


- Has communications connectivity been reviewed by local communications

            squadron personnel?


- Are there sufficient phone lines?


- Are there sufficient LAN drops for new additional RAPIDS workstations if

            equipment is being added?  


- Does the local communications squadron have the appropriate Certificate

            To Operate (CTO) from their command?


- Have you ensured that the local communications squadron has been involved

            with this upgrade every step of the way?


- Have appropriate IP addresses been assigned?


- Have arrangements been made to ensure the firewall has been appropriately

            configured at time of upgrade?

	YES
	NO

	
	

	
	


- Do you have the names and phone numbers of the assigned firewall managers      

            and other necessary communications personnel?

- Are local or base communication squadrons aware of your CAC install date, and have you ensured their support availability during installation?

	NOTES:

	The new RAPIDS 6.X implementation schedule is based on cost and geographical proximity.

	The number of installers and trainers visiting your site are based on number of workstations.  

	Relocation requests are considered only for emergencies and cannot be done in conjunction with the CAC installation.

	Each site is expected to be closed throughout the installation and training--normally two days, possibly 3 duty days.

	Be aware that all Verifying Officials are expected to be available for the full 8 hours each day of installation/training;

	There can be no extended breaks; training is compressed and everyone should be present and not on leave or details.


JOHN D. DOE, TSgt, USAF
NCOIC, Customer Service
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