061805Z JUL 04

FROM:  HQ AFPC RANDOLPH AFB TX//DPP

TO:  AL 8106

       AL 10607

       AL ALPERSCOM

SUBJ:  VALIDATION OF WORLDWIDE (WW) ENLISTED PROMOTION SELECT LISTS BY MAJCOM PROMOTION RELEASE SYSTEM (MAPRS) USERS - SUSPENSE:  19 JUL 04

1.  DURING THE RECENT TSGT/MSGT PROMOTION RELEASE WE DISCOVERED SEVERAL MAPRS USERS DID NOT SAFEGUARD THE WW SELECT LISTS FROM UNAUTHORIZED DISCLOSURE.  AFI 36-2605, AIR FORCE MILITARY PERSONNEL TESTING SYSTEM, PARA A9.19 STATES "ANY MEMBER NOT SPECIFICALLY AUTHORIZED BY HQ AFPC/DPP IS PROHIBITED FROM PROVIDING OR OBTAINING ENLISTED PROMOTION AND TESTING RESULTS BEFORE OFFICIAL PROMOTION RELEASE."  BECAUSE OF THE UNAUTHORIZED DISCLOSURES, THE WW SELECT LISTS WERE ELECTRONICALLY FORWARDED AROUND THE AIR FORCE AND EVEN APPEARED ON SEVERAL WEBSITES PRIOR TO THE PUBLIC RELEASE DATE.  AS A RESULT, THE TSGT/MSGT PROMOTION LISTS WERE SEVERELY COMPROMISED.

2.  IN AN EFFORT TO ELIMINATE FUTURE PROMOTION LEAKS, WE ARE ASKING EACH MAJCOM/FOA/DRU MAPRS RECIPIENT TO VALIDATE THEIR NEED TO HAVE A WW SELECT LIST PRIOR TO THE PUBLIC RELEASE.  IN ADDITION, WE ALSO ASK YOU TO PROVIDE US DETAILED INFORMATION ABOUT YOUR INTERNAL PROCEDURES/PROCESSES AFTER SELECT LISTS ARE RETRIEVED IN MAPRS AND SPECIFICALLY TO WHOM YOU PROVIDE PROMOTION DATA.  

3.  PLEASE SEND YOUR RESPONSE TO OUR WAPS E-MAIL BOX AT AFPC.WAPS@RANDOLPH.AF.MIL NO LATER THAN 19 JUL 04.  ALL RESPONSES WILL BE REVIEWED BY HQ AFPC/DPPPW, BEFORE THE UPCOMING SSGT PROMOTION RELEASE SCHEDULED FOR 11 AUG 04, TO DETERMINE WHETHER OR NOT WW ACCESS IS STILL WARRANTED.  IF WE DO NOT RECEIVE A RESPONSE FROM YOUR ORGANIZATION BY THE SUSPENSE DATE, OR IT HAS BEEN DETERMINED THAT ACCESS TO A WW LIST IS NO LONGER WARRANTED, THEN WE WILL PROVIDE YOUR ORGANIZATION WITH A HEADQUARTERS ONLY LIST IN MAPRS DURING ENLISTED PROMOTION RELEASES.

4.  OUR GOAL IS TO PREVENT FUTURE LEAKS OF PROMOTION DATA AND TO ENSURE COMMANDERS ARE NOT PREEMPTED IN THE SELECT NOTIFICATION PROCESS.  PROMOTION RELEASES CONTAIN SENSITIVE AND TIME-CRITICAL INFORMATION.  PERSONNEL HANDLING PROMOTION LISTS MUST SAFEGUARD THEM FROM UNAUTHORIZED DISCLOSURE AND ENSURE TIMELY NOTIFICATION TO COMMANDERS.  

5.  POINTS OF CONTACT ARE:  

A.  AFPC ENLISTED PROMOTIONS:  HQ AFPC/DPPPWM, DSN 665-2107.

B.  AFPC ENLISTED PROMOTIONS SYSTEMS OFFICE:  HQ AFPC/DPPPWM, DSN 665-2372.   

//SIGNED//                

DIRECTOR, PERSONNEL PROGRAM MANAGEMENT

