STANDARD CORE PERSONNEL DOCUMENT

             Number:  9G611


AIR FORCE STANDARD CORE PERSONNEL DOCUMENT (SCPD)
ORGANIZATION:

CPD NUMBER:
9G611

SUPV LEVEL CODE:
  8
COMP LEVEL CODE:
K46A

TARGET GRADE:
09
FLSA:
Exempt

JOB SHARE:

CAREER PROG ID:

SENSITIVITY:

BUS:

EMERGENCY ESS:

DRUG TEST:


KEY POSITION:

POSITION HIST:
Replaces 9G407

__________________________________________________________________________________________________

CLASSIFICATION:  Information Technology Specialist (Security), GS-2210-09

DUTY TITLE: Wing Assistant Information Assurance Manager __________________________________________________________________________________________________

ORG & FUNC CODE:

1ST SKILL CODE:
60%
APMWFJ
Computer Specialist/Security 

2ND SKILL CODE:
40%
RFBZAF
Telecom Manager/Spec/Program Management


3RD SKILL CODE: 

__________________________________________________________________________________________________

SCPD DEVELOPED AND CLASSIFIED BY:  HQ AFPC/DPCMC, 07/11/02

CLASSIFICATION CERTIFICATION:  SCPD adequately and accurately reflects the local work situation to meet classification, staffing, and performance management purposes.

________________________________________________________           _________________

CLASSIFIER’S SIGNATURE


                   DATE

__________________________________________________________________________________________________
SUPERVISOR’S CERTIFICATION:  I certify that this SCPD is an accurate statement of the major duties, knowledges, skills, and abilities, responsibilities, physical and performance requirements of this position and its organizational relationships.  The position is necessary to carry out government functions for which I am responsible.  This certification is made with the knowledge that this information is to be used for statutory purposes relating to appointment and payment of public funds and that false or misleading statements may constitute violations of such statutes or their implementing regulations.

________________________________________________________           _________________

SUPERVISOR’S SIGNATURE


                   DATE

__________________________________________________________________________________________________

PERFORMANCE PLAN CERTIFICATION:
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Date

Reviewer

Date

Employee*

Date


*Signature acknowledges receipt.  It does not indicate agreement/disagreement.

PURPOSE OF POSITION AND ORGANIZATIONAL LOCATION:
The primary purpose of this position is:  To serve as an assistant or the base Information Assurance Specialist and to administer the Communication-Computer Security (COMPUSEC) program, Air Force Electronic Key Management System (AFEKMS), Emission Security, and Information Assurance Awareness Programs.

The organizational location of this position is:
__________________________________________________________________________________________________
ORGANIZATIONAL GOALS OR OBJECTIVES:

The organizational goals or objectives of this position are:
__________________________________________________________________________________________________

DUTY 1:






%
Critical



Administers the COMPUSEC Program and protects Information Technology (IT) assets against unauthorized, accidental, or deliberate modification, disclosure, and destruction of data.  Utilizes knowledge of IT principles, methods and security regulations and policies to carry out established base-wide policy to administer the INFOSEC (also known as COMPUSEC) program.  Conducts risk assessments to identify possible security violations by analyzing computer assets and establishing security requirements based on possible countermeasures to achieve an optimum level of security. Executes and analyzes the effectiveness of computer security plans and enforces mandatory access control techniques such as trusted routers, bastion hosts, gateways, firewalls, or other methods of information systems protection.  Performs program and system test plans devised to test for illegal input and unauthorized access.  Assists in developing contingency plans designed for computer security emergency response, backup, and recovery operations.  Assists all base organizations in the development of their individual INFOSEC program.  Disseminates information and ensures computer security practices are adhered to by all functional areas.  Carries out activities leading to security certification and accreditation (C&A) including providing guidance and assistance in the preparation of certification and accreditation packages.  Processes and monitors all requests by contractor personnel to visit unit facilities. 

STANDARDS:
A.  With few exceptions, effectively reviews and validates C&A packages; in most cases C&A packages forwarded to higher headquarters meet established requirements.

B.  Routinely develops timely COMPUSEC plans and disseminates to appropriate personnel.

C.  Typically, security requirements meet the users’ needs and comply with AF IT security standards.

KSA:  1, 2, 3, 5 __________________________________________________________________________________________________
DUTY 2:






%
Critical



Administers the Network Security Program.  Implements procedures to ensure protection of information transmitted to the installation, among organizations on the installation, and from the installation on the local or wide area networks, the world wide web, or other communications modes.  Utilizes current and future multi-level security products collectively to provide data integrity, confidentiality, authentication, non-repudiation, and access control of the LAN (Local Area Network).  Reports all incidents involving viruses, tampering, or unauthorized system entry to appropriate authority.  Carries out information technology (IT) security to prevent the penetration of computer systems for espionage, sabotage, or fraudulent purposes.  Implements methods to prevent or minimize direct access, electronic or other forms of eavesdropping, interpreting electro-mechanical emanations, electronic intercept, telemetry interpretation, and other techniques designed to gain unauthorized access to IT information, equipment, or processes.  Recognizes such potential, defines vulnerabilities, selects appropriate security measure from many acceptable alternatives and mitigates risks by overseeing the installation of physical and technical security barriers to prevent others from improperly obtaining such information.  Conducts the Information Assurance Awareness Program, which uses computer-based training for both initial and recurring information protection training. Maintains required course records.

STANDARDS:
A.  With rare exception, promptly reports all incidents and provides corrective action to prevent future incidents.

B.  Almost always, effectively implements guidance to ensure the protection of Internet information and reduce the risk associated with automated processing of information/data.

C.  Routinely trains all base personnel in IT security awareness within 60 days of initial assignment and, at least annually, thereafter.

KSA:  1, 2, 3, 5, 6

__________________________________________________________________________________________________
DUTY 3:






%
Critical



Administers the Communications Security (COMSEC) program.  Controls and protects all cryptographic material and administers the Cryptographic Access Program (CAP).  Safeguards and controls all COMSEC equipment entered into the comsec management control system, keying material, COMSEC information, and other COMSEC-related functions.  Receives, inventories, issues, transfers, destroys and inspects COMSEC material.  Conducts security investigations or advises investigative appointees, as appropriate.  Interprets and applies regulations/directives; develops cryptographic plans; determines new COMSEC requirements; and assures proper disposition of excess COMSEC materials including key.  Furnishes written guidance to user accounts concurring effective dates, accounting procedures, destruction requirements, and physical security of COMSEC materials including key.  Conducts semi-annual functional reviews of all COMSEC user accounts, inspecting COMSEC facilities, reviewing procedures, and auditing of all cryptographic holdings.  Operates the Certification Authority Workstation.  Prepares Emergency Action Plans to ensure that plans can be implemented immediately.  Responsible for preparing, coordinating, and maintaining AFCOMSEC Forms 9 in the granting and withdrawing of cryptographic access.
STANDARDS:
A.  With few exceptions, effectively maintains security directives and local policies.

B.  Routinely inspects COMSEC facilities and accurately accounts for cryptographic material in a timely manner.

C.  Typically, cryptographic access certificates are prepared correctly and in a timely manner.

KSA:  1, 2, 3, 4, 5

__________________________________________________________________________________________________
DUTY 4:






%
Critical



Administers the Air Force Electronic Key Management System (AFEKMS) program.  This includes system configuration and operation of the Local Management Device, Data Transfer Device, and Key Processor.  Initializes the system, performs system backups, determines operator access, and control functions (privilege management), reloads and configures the operating system’s parameters.  Installs local COMSEC account hardware and software, including training alternates in the AFEKMS operations.  Serves as secure telephone unit/element (STU-III) User Representative and Emissions Security Program Administrator.  Develops, implements, and monitors security systems for the protection of controlled cryptographic cards, documents, ciphers, devices, communications centers, and equipment.
STANDARDS:
A.  With few exceptions, effectively installs operating system correctly and in a timely manner.

B.  Almost always accurately receives, distributes, inventories, and destroys secure telecom unit/element keys.

KSA:  2, 4, 5

__________________________________________________________________________________________________
  RECRUITMENT KNOWLEDGES, SKILLS, AND ABILITIES (KSA):
1.  Knowledge of  IT INFOSEC security principles, concepts, practices, systems software, database software, and immediate access storage technology to carry out activities leading to security certification or accreditation.  

2.  Knowledge of  IT security principles, policies, products and services to assess risk factors and advise on vulnerability to attack from a variety of sources (e.g. destructive programs/applications/viruses, unauthorized access, disruption of services, espionage) and procedures and methods for protection of systems and applications.

3.  Knowledge of Local Area Network security requirements and techniques for protecting computer systems from viruses, data tampering, and unauthorized system entry.

4.  Knowledge of commonly applied telecommunications principles, concepts, and methodologies, operating characteristics and capabilities of systems, media, equipment, and related software systems, processes and procedures to assess the efficiency of operations and make recommendations involving equipment and system integrity.

5.  Ability to communicate effectively, both orally and in writing.

6.  Ability to develop and conduct training on information security.

__________________________________________________________________________________________________

CLASSIFICATION CRITERIA:
Factor 1, Knowledge Required by the Position



Level 1-6
950 Points

-- Knowledge of IT security principles, methods, practices, systems and procedures sufficient to administer the INFOSEC program, analyze computer assets and establish security requirements, enforce mandatory access control techniques, identify violations, assess risks, and recommend corrective actions, assist in developing contingency plans, and provide information and assistance to customers on preparation of certification and accreditation packages.

-- Knowledge of  IT security principles, methods, practices, systems and procedures sufficient to administer the network security program and AFEKMS program.

 -- Knowledge of the capabilities and limitations of local and wide area networks, world wide web, technical computer integration and communication/distributed processing techniques, system software, and programming aids to accomplish computer security programming support or to accomplish tasks associated with network and/ or telecommunications security software projects.  

-- Knowledge of technical characteristics of standardized telecommunications systems operating modes, equipment, equipment configuration, system software rules, work processes/rules, data models, file/database design/structure and content, internal computer processes, applications, and utility programs sufficient to administer the COMSEC program and carry out safeguarding of cryptographic equipment and material.    

-- Knowledge of the use and operation of a wide variety of cryptographic codes and equipment used in security telecommunications circuits, data, voice, and facsimile systems/networks that transmit sensitive unclassified or classified information.

-- Knowledge of commonly applied security principles, concepts, and methodologies in carrying out COMSEC, INFOSEC, AFEKMS, EMSEC, ETAP, etc., security program policy and procedures.  

-- Ability to apply sound judgment in the use of security knowledge and in weighing the impact of variables such as granting access to classified keying material and other issues that influence the course of actions taken in resolving security questions or issues.  

-- Ability to apply policies, principles, and IT security concepts sufficient to carry out activities leading to security certification or accreditation. 

-- Ability to apply findings of assessments to mitigate IT security risks through the implementation of corrective actions.
Factor 2, Supervisory Controls





Level 2-3
275 Points

The supervisor makes assignments by defining objectives, priorities, and deadlines; discusses possible problem areas and provides assistance with unusual situations where previous precedents are unclear.  The employee independently plans and carries out the successive steps and handles problems and deviations in the work assignment in accordance with instructions, policies, previous training, or accepted practices in the occupation.  Completed work is evaluated for technical soundness of solutions achieved, adherence to deadlines, appropriateness, and conformity with policy and security program requirements.  Specific methods or techniques used in achieving solutions are usually not reviewed in detail.

Factor 3, Guidelines






Level 3-3
275 Points

Guidelines consist of AF, National Security Agency, Air Force Intelligence Agency, Air Force Cryptological Support Center, and numerous DOD manuals, MAJCOM supplements, training manuals, technical software manuals, and manufacturers’ manuals/instructions.  Guidelines are extensive, generally specific, but not always directly applicable to the problem and may have gaps in specificity.  Employee is responsible for determining applicability, to adapt as necessary, and research additional options.  The employee is relied upon to select the appropriate techniques for accomplishing required tasks and interpreting regulation and policy documents to meet objectives.

Factor 4:  Complexity 






Level 4-3
150 Points

The position involves analyzing and defining security requirements and deals with various IT and communication-computer security activities requiring the application of different and unrelated processes and methods.  It includes installing, configuring, initializing and maintaining programs such as firewalls and other applications, which protect the system from intrusions, threats, and compromises.  Performing risk analysis of threats and vulnerabilities to the information systems protection function involves consideration of plans, applicable policies, regulations, procedures, and taking mitigating actions, which provide acceptable alternative security methods.  Evaluation and implementation of new network security technologies are required to keep up with changes in infrastructure and environment.   

Factor 5:  Scope and Effect





Level 5-3
150 Points

The work involves resolving a variety of conventional communications-computer systems security problems, capabilities, and situations.  The employee installs, implements, and maintains protective programs and is responsible for managing and directing communications-computer systems security programs, conducting independent reviews, and recommending corrective actions which follow established methods, techniques, and procedures.    The work affects the adequacy of such activities as computer security investigations, internal operations, or computer system change conclusions and contributes to the protection of the infrastructure from unauthorized access and contributes to the integrity and availability of systems and networks.

Factor 6:  Personal Contacts





Level/Points (See Factor 7)

Personal contacts include other information technology specialists, telecommunications specialists, programmers, system/database administrators, network/LAN administrators and functional area users both within and outside of the immediate organization to include contacts at headquarters level.  Serves as the liaison between base level customers and MAJCOM Information Protection Office.

Factor 7:  Purpose of Contacts





Level 6/7-2B
75 Points

The purpose is to plan, coordinate, or advise on work efforts or to resolve security related problems by influencing or motivating individuals or groups who are working toward mutual goals and who have basically cooperative attitudes.  

Factor 8:  Physical Demands





Level 8-1
5 Points

The work is mostly sedentary involving some walking, standing, and carrying of light items.  The work does not require any special physical effort.

Factor 9:  Work Environment





Level 9-1
5 Points

The work is performed in a typical office setting with adequate lighting, heating, and ventilation.  Work environment involves everyday risks.  Special safety precautions are not required.

__________________________________________________________________________________________________

Other significant facts pertaining to this position are:
1.  The employee may be required to work other than normal duty hours, which may include evenings, weekends, and/or holidays.

2.  Work may occasionally require travel away from the normal duty station.

3.  The employee may be required to travel on military and commercial aircraft.

4.  Recall to duty may be a requirement of this position.

5.  Overtime and/or emergency overtime may be required.

6.  Incumbent must be eligible for a TS or TS/SCI security clearance (Special Compartmented Information), as required by duty location.

__________________________________________________________________________________________________
CLASSIFICATION SUMMARY:
CLASSIFICATION STANDARD(S) USED:  OPM Job Family Position Classification Standard (PCS) for Administrative Work in the Information Technology Group, GS-2200, covering Information Technology Management Series GS-2210, May 2001; OPM PCS for Telecommunications Series, GS-0391, TS-94, March 1990; OPM PCS for the Miscellaneous Administration and Program Series, GS-0301, TS-34, Jan 1979. 

CLASSIFICATION REMARKS:
Series and Title Determination:

The issuance of OPM PCS for Administrative Work in the Information Technology Group, GS-2200, covering Information Technology Management Series GS-2210, May 2001, resulted its application to the previously issued SCPD #9G407, Information Assurance Specialist, GS-0301-09.  That position was an equal mix of GS-0334, Computer Specialist, and GS-0391, Telecommunications Specialist work and resulted in classification as an Information Assurance Specialist, GS-0301-09.  The GS-2210 standard directs that certain work previously included in the GS-0391series be classified in the Information Technology Management Series, GS-2210, when knowledge of information technology is the paramount requirement necessary to perform the primary duties of the position.   A review of this position’s duties supports the finding that this position is primarily involved with the security of information technology assets and therefore falls within the GS-2210 series for which the paramount requirement is knowledge of IT principles, concepts, and methods.    Duties that were classified in the former SCPD as telecommunications duties are now partially covered by the GS-2210 standard.  While some telecommunications responsibilities are still covered in the position, they are no longer considered sufficient to warrant consideration as part of its final series or title; i.e., the 2210 work is so predominant that 391 duties are supplemental to the purpose of the position.  The GS-2210 standard prescribes a parenthetical title of Security (abbreviated as INFOSEC) for positions having “work that involves ensuring the confidentiality, integrity, and availability of systems, networks, and data through the planning, analysis, development, implementation, maintenance, and enhancement of information systems security programs, policies, procedures and tools.”   The duties of this position clearly demonstrate that type of work in the vast majority of its responsibilities; therefore the parenthetical title is added.  The title and series of this position are correctly classified as Information Technology Specialist (Security) in the GS-2210 series.

Grade Determination:

Both the GS-2210 and GS-0391 standards provide grading criteria using the Factor Evaluation System format.   Those factors are assigned as the same level for the work in both series and are as follows:

FL 1-6/950; 2-3/275; 3-3/275; 4-3/150; 5-3/150; 6/7-2B/75; 8-1/5; 9-1/5.  

GS-09 Point Range:  1855 - 2100

Total Points:  1885

Grade:  GS-09

Final Classification:  Information Technology Specialist (Security), GS-2210-09

___________________________________________________________________________________________
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